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awareness among maritime personnel is more crucial than ever. However,
empirical research on the human and behavioural factors influencing
cybersecurity awareness in maritime contexts remains limited. Thus, this
study aims to identify the determinants of cybersecurity awareness (self-
efficacy, perceived benefits, cues to action, and perceived susceptibility)
among Malaysian seafarers. Grounded in the Health Belief Model—a well-
established framework from preventive healthcare adapted in this study to
understand users’ computer security behaviour. This study employs a
quantitative approach to examine hypothesised relationships among these
variables. Data were collected through structured questionnaires
administered to shipboard personnel who regularly operate computer
systems. Findings reveal that self-efficacy, perceived benefits and cues to
action significantly contribute to improving cybersecurity awareness. In
contrast, perceived susceptibility emerged as a weaker predictor. This is
likely due to seafarers’ limited experience with actual cyber incidents and
the common belief that such threats mainly affect shore-based systems.
Incident-based training and realistic simulations are recommended to
clearly demonstrate the operational impact of cyber-attacks on shipboard
environments. This study contributes to the growing body of literature on
maritime cybersecurity by addressing a gap concerning human factors in
information security behaviour. It offers practical implications for maritime
organisations, shipping companies, and policymakers seeking to strengthen
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1. Introduction

The shipping industry is undergoing a digital transformation, becoming increasingly dependent
on digital network systems and data. The driving force behind this transformation is the improvement
of operational efficiency, sustainability and competitiveness of the global shipping supply chain [1].
Digitalisation and automation are leading the shipping industry towards a more profitable and
carbon-free future [2]. As a result, shipping companies are actively using digital technologies to
optimize their operations [3]. Unfortunately, as technology becomes more prevalent in the shipping
industry, cybercriminals are increasingly exploiting these vulnerabilities [4].

As maritime operations become increasingly digital, limited attention has been paid in academic
circles to cybersecurity issues on board ships, particularly those related to ship operation
technologies, crew awareness, and incident response preparedness [5,6]. Addressing these issues is
critical to creating a more resilient maritime ecosystem [7]. Thus, as the global shipping industry
becomes increasingly reliant on advanced technology, the companies must pay greater attention to
and understand the scale and impact of cyber-attacks [8]. Much of the world’s shipping depends on
maritime trade, so cyber-attacks on maritime infrastructure (a prime target for hackers) can have far-
reaching consequences [9].

To achieve its digital transformation goals, Malaysia has begun to actively invest in intelligent port
infrastructure, maritime ICT systems, and the development of a national cybersecurity policy [10].
However, the country's efforts in maritime cybersecurity have focused mainly on technological
innovation and organisational management, with little consideration given to the behaviour of
seafarers [11]. While ports and shipping companies are increasingly implementing digital systems,
many seafarers still do not receive adequate cybersecurity training, and knowledge of best practices
varies between operators [12]. The lack of standardised and continuous training has led to significant
gaps in seafarers’ cybersecurity preparedness.

Therefore, the objective of this study is to identify the determinants of cybersecurity awareness
among Malaysian seafarers to develop sustainable and human-oriented cybersecurity behaviour in
the maritime industry.

2. Research Methodology

This study used a quantitative cross-sectional research method to examine the factors influencing
Malaysian seafarers' awareness of cybersecurity. Based on the Health Belief Model (HBM), the
influence of four psychological constructs, namely self-efficacy, perceived benefits, behavioural
motivation, and perceived vulnerability, on seafarers' awareness of cybersecurity was examined. The
primary data was collected through a survey designed to statistically test the presumed relationships
between variables. The target respondents for this study were Malaysian seafarers, mainly engaged
in the operation of or interaction with ship systems. The sample consisted of two groups: officers and
ratings (general crews). These two groups were selected because it represents different
responsibilities in performing their duties on board a ship and may be affected by cybersecurity
measures.

Purposive sampling technique was used to collect 114 valid questionnaires to ensure that
participants had relevant experience with digital systems or held positions that could lead to cyber
risks. This sample size met the minimum standards for Structural Equation Modelling (SEM) using
Partial Least Squares (PLS-SEM), especially when the model contained fewer than five predictor
variables [13]. Data collection was conducted using a self-administered structured questionnaire
consisting of two main parts. The first part collected demographic data such as gender, age, job title,
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and years of experience. The second part assessed research constructs using validated items
(adapted from previous studies on cybersecurity behaviour and health psychology). Each construct
was assessed using several items and a 5-point Likert scale ranging from 1 (strongly disagree) to 5
(strongly agree). A pilot test involving 15 seafarers was conducted to assess clarity, content relevance,
and linguistic appropriateness. Feedback from the pilot led to minor refinements in wording. Content
validity was also reviewed by maritime cybersecurity experts and researchers in behavioural science.

Data collection was conducted over two months using both online forms and printed
questionnaires to facilitate completion by respondents. The questionnaires were distributed by
maritime companies, shipping companies, and professional maritime networks. All respondents
participated in the survey voluntarily and with informed consent. Confidentiality and privacy were
strictly guaranteed throughout the research process. Data analysis was performed using partial least
squares structural equation modelling (PLS-SEM) with SmartPLS 4.0 software.

3. Results and Discussions
3.1 Demographic Profile

A total of 114 valid responses were collected from Malaysian seafarers working in the engine and
deck departments. The gender distribution indicated a majority of male respondents (90.4%), while
female seafarers represented 9.6% (n = 11). This gender distribution is consistent with the broader
trend in the maritime industry, where female participation remains low but is gradually increasing
due to gender inclusion initiatives. In terms of age, the largest proportion of respondents were aged
28-32 years (28.1%), followed by 33—37 years (18.4%) and 23—-27 years (12.3%), reflecting a relatively
young and active workforce. Notably, 13.2% of respondents were between 18-22 years, indicating
new entrants into the industry, while only 7.9% were aged over 48 years, representing a small
segment of senior personnel.

Regarding department affiliation, 61.4% (n = 70) of respondents were from the engine
department, while 38.6% (n = 44) were from the deck department, providing perspectives from both
operational and navigational domains. In terms of rank, officers made up the majority of the sample
(70.2%, n = 80), with ratings (general crew) comprising the remaining 29.8% (n = 34). This distinction
is important, as officers are often more involved in shipboard decision-making and digital system
management. The data also revealed that most respondents had 6-10 years of experience in the
maritime sector (38.6%), followed by those with 11-15 years (26.3%) and 1-5 years (21.1%). A
smaller group (14.0%) had over 16 years of service. This spread allows for a comprehensive view of
cybersecurity awareness across seafarers with different levels of experience. Table 1 presents the
demographic characteristics of the respondents.

Table 1
Demographic profile
Demographic Variable Category Frequency (n) Percentage (%)
Gender Male 103 90.4
Female 11 9.6
18-22 years 15 13.2
23-27 years 14 12.3
28-32 years 32 28.1
Age 33-37 years 21 18.4
38-42 years 13 114
43-47 years 10 8.8
>48 years 9 7.9
Department Engine 70 61.4
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Demographic Variable Category Frequency (n) Percentage (%)
Deck 44 38.6
Rank Officer 80 70.2
Rating (Crew) 34 29.8
1-5 years 24 21.1
Years of Service in Maritime 6-10 years 44 38.6
Industry 11-15 years 30 26.3
16—-20 years 16 14.0

3.2 Measurement Model Assessment

The measurement model assessment confirmed that all constructs in the study demonstrated
acceptable levels of reliability and validity. Internal consistency reliability was established as all
Cronbach’s Alpha and Composite Reliability (CR) values exceeded the recommended threshold of
0.70, indicating that the items consistently measured their respective constructs [13]. Convergent
validity was achieved, with all constructs recording Average Variance Extracted (AVE) values above
0.50, confirming that each construct explained more than half of the variance in its indicators [14].
Discriminant validity was supported using both the Fornell-Larcker criterion and the Heterotrait-
Monotrait (HTMT) ratio, ensuring that each construct was empirically distinct from others [15]. These
results confirm that the measurement model is statistically robust and suitable for structural model
evaluation using PLS-SEM.

3.3 Hypotheses Testing

The structural model was evaluated to test the hypothesized relationships between the
independent variables—self-efficacy, perceived benefits, cues to action, and perceived
susceptibility—and the dependent variable, cybersecurity awareness. The bootstrapping procedure
with 5,000 resamples in SmartPLS 4.0 was used to estimate path coefficients (B), t-values, and p-
values. The results are presented in Table 2.

Table 2
Hypothesis testing results
Hypothesis Relationship Path Coefficient t- p- Result
(B) value value
H1 Self-Efficacy - Cybersecurity Awareness 0.364 5.027  0.000 Supported
H2 Perceived Benefits - Cybersecurity 0.301 4218 0.000 Supported
Awareness
H3 Cues to Action = Cybersecurity Awareness 0.278 3.987 0.000 Supported
H4 Perceived Susceptibility - Cybersecurity 0.067 1.229  0.220 Not
Awareness Supported

The hypothesis testing results in Table 2 provide valuable insights into the behavioural drivers of
cybersecurity awareness among Malaysian seafarers. Four hypothesized relationships were tested
using PLS-SEM, and the results reflect both statistical significance and practical implications.

According to Table 2, self-efficacy shows the strongest positive influence on cybersecurity
awareness, indicating that seafarers who believe in their ability to detect and manage cyber threats
are significantly more aware of cybersecurity practices. The path coefficient (B = 0.364) suggests a
moderate-to-strong effect size, and the high t-value confirms its statistical significance. This finding
supports Bandura’s [16] that social cognitive theory, which posits that self-efficacy is a key
determinant of behaviour, especially in high-risk, skill-dependent environments. In the context of
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maritime operations is where cyber threats may compromise navigation, communication, and
operational control, the seafarers with greater self-efficacy interpret risks as manageable and take
appropriate precautions [17]. Furthermore, this result reinforces the importance of competency-
based training, where technical skills are enhanced alongside confidence through real-time
simulations, practical drills, and incident response exercises [18].

Besides, the relationship between perceived benefits and cybersecurity awareness is also
statistically significant, with a path coefficient of 0.301, indicating a moderate positive effect. This
means that when seafarers understand the advantages and usefulness of adopting cybersecurity
practices such as protecting ship operations or reducing downtime which are more likely to be aware
and responsive. This outcome aligns with earlier studies in information security, which found that
users are more willing to comply with security measures when they perceive direct personal or
organizational benefits [19]. Similarly, Ifinedo [20] emphasized that highlighting the beneficial
outcomes of compliance—such as system reliability and organizational efficiency—increases the
likelihood of employees engaging in secure information behaviour. It implies that shipping companies
should clearly communicate the real-world benefits of cyber hygiene to strengthen adoption [21].

Cues to action also show a significant positive effect on cybersecurity awareness. The B value of
0.278 suggests that reminders, training, prompts, and policies play an important role in maintaining
seafarers’ awareness. While the effect is slightly lower than self-efficacy and perceived benefits, it
remains meaningful. Research suggests that structured and frequent cues, like scenario-based
training and cybersecurity simulations, enhance long-term cyber hygiene [22]. Furthermore, cues to
action are particularly vital in settings like ships, where turnover is high, access to shore-based
support is limited, and operational schedules are demanding. This reinforces the need for sustainable
cybersecurity communication strategies onboard that go beyond one-off training sessions. Frequent,
context-specific cues can increase not only awareness but also actual secure behaviour, reducing the
risk of human error in digital maritime operations [23]. Embedding such measures into routine
shipboard operations not only strengthens human defences but also supports IMO’s Guidelines on
Maritime Cyber Risk Management [24], ultimately contributing to a resilient maritime cybersecurity
culture [25].

On the other hand, perceived susceptibility did not significantly predict cybersecurity awareness.
The low path coefficient (0.067) and non-significant p-value (p > 0.05) suggest that seafarers do not
strongly believe they are personally at risk of cyber-attacks. This may stem from a lack of firsthand
experience with cyber incidents or the belief that ships are isolated from such threats [17]. This result
aligns with past literature indicating that users often underestimate their own vulnerability to cyber
threats [26]. The seafarers may hold a false sense of security due to the physical isolation of ships at
sea, assuming that limited connectivity reduces the likelihood of cyber intrusions—a notion
increasingly challenged by modern shipboard systems like ECDIS, AlS, and satellite communication,
which are highly vulnerable to cyber exploitation [27]. Due to that shipping companies need to
increase awareness of real maritime cyber incidents through case studies and threat simulations to
enhance perceived risk and motivate precautionary behaviours.

4. Theoretical and Practical Contribution

This study contributes to the theoretical development of cybersecurity behaviour research by
extending the application of the Health Belief Model (HBM) into the maritime domain—a context
that remains underexplored in cybersecurity literature. While the HBM has been widely used in
health and information systems research, its integration into maritime cybersecurity offers a novel
lens to understand how individual cognitive perceptions—such as self-efficacy, perceived benefits,
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cues to action, and susceptibility—affect awareness levels among seafarers. The findings confirm that
HBM constructs can be meaningfully applied to model cybersecurity behaviour in operational
maritime environments, especially among shipboard personnel who interact with critical digital
infrastructure. This provides a theoretical foundation for future behavioural studies in maritime risk
management and offers a basis for cross-sectoral comparisons with aviation, healthcare, and other
high-reliability industries.

From a practical perspective, the study provides valuable insights for shipping companies,
maritime academies, and policymakers in designing more effective cybersecurity awareness
programs. The significant influence of self-efficacy, perceived benefits, and cues to action
underscores the need for tailored training programs that not only equip seafarers with technical skills
but also clearly communicate the advantages of secure practices and reinforce them through
continuous onboard engagement. The insignificant role of perceived susceptibility signals a need to
raise risk perception through case-based simulations and exposure to real-world maritime cyber
incidents. By addressing both capability and motivation, maritime organizations can foster a stronger
cybersecurity culture and reduce the likelihood of human-related vulnerabilities in shipboard digital
systems.

5. Conclusion

This study examined the psychological determinants influencing cybersecurity awareness among
Malaysian seafarers by applying the Health Belief Model (HBM). The findings indicate that self-
efficacy, perceived benefits, and cues to action significantly contribute to enhancing cybersecurity
awareness onboard vessels, while perceived susceptibility showed no significant effect. These
insights highlight that seafarers are more likely to adopt secure practices when they feel confident in
their abilities, perceive real value in doing so, and are regularly reminded or prompted through
organizational cues. However, a limited perception of personal risk may hinder the proactive
adoption of cybersecurity measures.

Moving forward, this study provides a foundation for both theory-building and practical strategies
in maritime cybersecurity. Future research could extend this framework by incorporating additional
behavioural variables such as organizational support, prior incident experience, or cultural
influences. Moreover, comparative studies across regions, vessel types, or company sizes could offer
deeper insights into contextual differences in cybersecurity practices. Longitudinal studies would also
be beneficial to capture changes in awareness and behaviour over time, especially following
regulatory changes or major cyber incidents. As the maritime industry continues to digitize,
understanding and improving human factors in cybersecurity remains a critical priority for achieving
operational safety and resilience at sea.
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