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Phishing websites remain a practical threat to Web users and online services, yet many 
machine-learning studies report headline accuracy without examining whether high 
performance is retained under smaller feature budgets, calibrated probabilities and 
lightweight inference constraints. This study develops a reproducible, offline machine-
learning pipeline for phishing website detection using the public UCI Phishing Websites 
data set. The pipeline evaluates logistic regression, calibrated linear support vector 
machine, decision tree, random forest and histogram gradient boosting models over 
5-, 10-, 15- and 30-feature budgets selected by mutual information. A stratified 70/30 
hold-out split and five-fold stratified cross-validation on the training partition were 
used to report accuracy, precision, recall, F1, ROC-AUC, average precision, Brier score, 
model size, latency and permutation feature importance. The best model was 
histogram gradient boosting with 30 features, which achieved F1 = 0.9675, recall = 
0.9626 and ROC-AUC = 0.9960 on the hold-out set while requiring 6.362 ms per 1000 
samples on the preparation machine. The most influential features were 
URL_of_Anchor and SSLfinal_State, followed by web_traffic and Prefix_Suffix. Results 
show that tree-based ensemble models provide strong discrimination on this feature-
encoded data set and that a 15-feature budget preserves much of the full-feature 
performance. The contribution is a reproducible benchmark and feature-budget 
analysis for lightweight phishing screening; deployment on live traffic requires further 
temporal, adversarial and browser-integration validation. 

 
 
 
 
 
 
 
 
 
 
Keywords: 
phishing website detection; network 
security; feature selection; machine 
learning; model interpretability 

 
1. Introduction 

 
Phishing websites use technical subterfuge and social engineering to misdirect users toward 

counterfeit services, credential theft and financial fraud. Industry trend reports continue to describe 
phishing as a persistent and high-volume identity-crime problem [1]. In parallel, Web users 
increasingly rely on browsers, e-mail gateways, mobile applications and cloud services that need fast 
risk signals before a user submits credentials or payment information. 
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Automated phishing detection has therefore become a long-running computing and network-
security problem. Earlier work studied blacklist expansion, content-based detection, lexical URL 
features and large-scale classification of suspicious pages [5-8]. More recent URL-based, feature-
based and deep-learning studies have extended this line of work with lexical, host, content and 
sequence representations [19-22]. Feature-engineered machine-learning approaches remain useful 
because many features can be computed from a URL, page metadata, anchor links, SSL status and 
lightweight HTML indicators without requiring expensive manual inspection [3,4]. 

However, a common weakness in benchmark-oriented phishing studies is that model quality is 
reduced to a single accuracy value. Accuracy alone can hide asymmetric costs between missed 
phishing pages and false alarms. It also says little about whether a model is compact enough for a 
lightweight Web-application pipeline, whether probabilities are calibrated, and which features 
matter most when only a limited feature budget is available. These issues are relevant for practical 
computing applications because URL and page features differ in extraction cost, stability and 
availability. 

This study addresses that gap by evaluating phishing-website classifiers under a feature-budget 
protocol. The objective is to compare representative linear, tree and ensemble classifiers across 5-, 
10-, 15- and 30-feature budgets; report discrimination, recall, F1, calibration, latency and model size; 
and identify the features that most affect the selected model. The contribution is intentionally 
bounded: the work provides a reproducible offline benchmark and feature-budget analysis on a 
public data set, not a production-ready anti-phishing system. 
 
2. Methodology 
2.1 Data Set and Preprocessing 

 
The experiment used the UCI Machine Learning Repository Phishing Websites data set [2]. The 

downloaded ARFF file contains 11,055 website records and 30 predictive features with no missing 
values. The original class label encodes phishing as -1 and legitimate as 1; this study maps phishing 
to the positive class so that recall measures the ability to identify phishing websites. The local data 
file hash is recorded in the experiment package to support reproducibility. 
 

Table 1 
Data set and experimental protocol summary 

Item Value 
Data set UCI Phishing Websites 

Instances 11055 
Predictive features 30 

Class counts Legitimate = 6157; phishing = 4898 
Missing values 0 

Hold-out protocol Stratified 70% training and 30% test split 
Cross-validation Five-fold stratified cross-validation on training partition 
Feature ranking Mutual information computed on the training partition only 

 
2.2 Feature-Budget Protocol 

 
All 30 features are categorical or ordinal indicators derived from URL structure, domain 

information, page resources, links, SSL state and traffic-related properties. Mutual information was 
estimated on the training partition only, following the broader feature-selection principle that 
predictors should be ranked without leaking test-set information [14]. Classifiers were then 
evaluated with the top 5, 10, 15 and 30 features so that the effect of feature availability could be 
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separated from the effect of classifier choice. The full set is retained as the upper-bound feature 
budget, while smaller budgets approximate lightweight deployment settings where expensive page-
level features may be unavailable. 

 
F1 = 2 × (Precision × Recall) / (Precision + Recall)                                      (1) 

 
Equation (1) defines the F1 score used to rank models because phishing recall and false-alarm 

control are both important. ROC-AUC and average precision were additionally reported because they 
evaluate ranking quality across thresholds, while the Brier score was used as a compact calibration-
sensitive metric [15,16,18]. 

 
2.3 Classifiers and Metrics 

 
Five classifiers were selected to cover common families used in security classification: balanced 

logistic regression, calibrated linear support vector machine, depth-limited decision tree, random 
forest and histogram gradient boosting. Linear models were standardized; tree-based models used 
the encoded features directly. Random forests and gradient boosting represent ensemble learning 
[9,10], while support vector machines and probability calibration provide simpler baselines [11,12]. 

For each model and feature budget, the experiment reports cross-validation accuracy, precision, 
recall, F1, ROC-AUC and average precision. A final estimator was fitted on the full training partition 
and evaluated on the untouched hold-out test partition. Median inference time per 1000 samples 
and serialized model size were recorded to approximate lightweight-computing constraints. 
 
2.4 Reproducibility 

 
The complete workflow is implemented in Python with scikit-learn [13]. The script downloads the 

data set, records the SHA-256 hash, trains the model grid with random seed 42, writes CSV and JSON 
result files, exports the selected model, and regenerates every figure used in this manuscript. The 
submission package includes the script, downloaded data file, result tables, figures, environment 
record and validation reports. 
 
3. Results 
3.1 Overall Model Performance 

 
Table 2 reports the strongest representative configurations sorted by cross-validation F1. 

Ensemble models dominate the top of the table. Histogram gradient boosting with 30 features 
obtained the highest cross-validation F1 and the strongest hold-out F1. Random forest with 30 
features produced nearly comparable discrimination, while 15-feature ensemble models remained 
competitive. 
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Table 2 
Representative model comparison sorted by cross-validation F1 

Model Features CV F1 Test F1 Test recall ROC-AUC ms/1000 
Histogram gradient 
boosting 30 0.9608 0.9675 0.9626 0.9960 6.362 

Random forest 30 0.9535 0.9602 0.9599 0.9958 71.766 
Random forest 15 0.9481 0.9524 0.9531 0.9939 71.797 

Histogram gradient 
boosting 15 0.9480 0.9555 0.9490 0.9936 8.349 

Histogram gradient 
boosting 10 0.9354 0.9393 0.9265 0.9901 7.479 

Random forest 10 0.9350 0.9453 0.9463 0.9899 69.681 
Decision tree 15 0.9247 0.9261 0.9422 0.9843 0.766 

Random forest 5 0.9246 0.9263 0.9367 0.9807 70.372 
Decision tree 30 0.9245 0.9284 0.9354 0.9851 0.563 
Decision tree 10 0.9245 0.9252 0.9429 0.9839 0.569 

 

 

Fig. 1. Hold-out F1 score across feature budgets for each classifier 

Figure 1 shows that performance improves with additional features for most classifiers, but the increase 
is not linear. The 15-feature budget already captures much of the available signal for random forest and 
histogram gradient boosting. This result supports the usefulness of feature-budget reporting: a compact 
model can be selected when feature extraction cost is more important than maximizing the last few points of 
F1. 
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Fig. 2. Full-feature ROC-AUC comparison across the five classifiers 
 

Figure 2 compares full-feature ROC-AUC values. The two ensemble methods are almost tied in 
ranking quality, while the simpler decision tree is less stable but remains stronger than the linear 
baselines for this encoded feature space. 

 
3.2 Selected Model and Confusion Matrix 

 
The selected model is histogram gradient boosting with all 30 features. On the fixed hold-out set 

it achieved accuracy = 0.9714, precision = 0.9725, recall = 0.9626, F1 = 0.9675, ROC-AUC = 0.9960, 
average precision = 0.9956 and Brier score = 0.0224. The median prediction time was 6.362 ms per 
1000 samples, and the serialized model size was 767.7 KB. 
 

Table 3 
Selected model hold-out metrics 

Metric Value 
Accuracy 0.9714 
Precision 0.9725 

Recall for phishing 0.9626 
F1 0.9675 

ROC-AUC 0.9960 
Average precision 0.9956 

Brier score 0.0224 
Inference latency 6.362 ms per 1000 samples 

Serialized model size 767.7 KB 
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Fig. 3. Confusion matrix for the selected histogram-gradient-boosting model 

Figure 3 gives the confusion matrix. Out of the hold-out phishing cases, 1415 were classified as 
phishing and 55 were missed. Out of the hold-out legitimate cases, 1807 were correctly classified as 
legitimate and 40 were false alarms. Rows use phishing as the positive class and legitimate as the 
negative class. 

 
3.3 Threshold Sensitivity and Error Diagnostics 

 
A threshold-sensitivity repair experiment was added to avoid presenting the selected model as a 

single-threshold black box. The selected model was kept fixed and the decision threshold was varied 
from 0.30 to 0.70. This analysis evaluates how precision, recall, F1, false negatives and false positives 
change when the operating point is moved. 

 
Table 4 
Threshold-sensitivity diagnostics for the selected model 

Threshold Precision Recall F1 False negatives False positives 
0.30 0.9413 0.9816 0.9610 27 90 
0.40 0.9634 0.9667 0.9650 49 54 
0.50 0.9725 0.9626 0.9675 55 40 
0.60 0.9817 0.9490 0.9651 75 26 
0.70 0.9899 0.9361 0.9622 94 14 
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Fig. 4. Precision, recall and F1 under decision-threshold variation 
 
The default 0.50 threshold remained the best F1 operating point in the tested range, with 55 false 

negatives and 40 false positives. Lowering the threshold increases phishing recall at the cost of more false 
alarms, while raising it does the reverse. Figure 4 therefore supports a practical interpretation: threshold 
choice should be adjusted to the intended warning cost, even when the model’s ranking quality is high. 

 

Fig. 5. Calibration-bin diagnostic for the selected model 
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Figure 5 adds a calibration-bin diagnostic. It is included as an interpretive check rather than a claim of 
perfect probability calibration. Together, the threshold and calibration diagnostics reduce the risk of 
overinterpreting one operating threshold and provide more useful evidence for reviewers assessing practical 
deployment constraints. 
 
3.4 Feature Interpretation 

 
Permutation importance was computed for the selected model on the hold-out set using F1 as the scoring 

function. This post-hoc analysis estimates the decrease in F1 caused by randomly shuffling each feature while 
leaving the trained model unchanged. The result does not prove causal importance, but it provides a useful 
diagnostic for feature sensitivity [17]. 

 
Table 5 
Top permutation-important features for the selected model 

Feature Mean F1 decrease Standard deviation 
URL_of_Anchor 0.1527 0.0061 
SSLfinal_State 0.1111 0.0036 

web_traffic 0.0293 0.0027 
Prefix_Suffix 0.0288 0.0024 
Links_in_tags 0.0194 0.0024 

having_Sub_Domain 0.0190 0.0022 
Links_pointing_to_page 0.0150 0.0020 

having_IP_Address 0.0115 0.0012 
 

 

Fig. 6. Top ten features by permutation-induced F1 decrease 
 
The two strongest features, URL_of_Anchor and SSLfinal_State, are consistent with phishing-

domain behavior: deceptive pages often manipulate anchor destinations and SSL or certificate-
related indicators. web_traffic, Prefix_Suffix, Links_in_tags and having_Sub_Domain also contribute 
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measurable information. These findings align with earlier feature-based phishing studies while 
adding a feature-budget and latency-aware view [3,4]. 
 
4. Discussion 

 
The results show that feature-engineered phishing classification remains a strong baseline when 

the problem is framed as a lightweight Web-security classification task. The highest hold-out 
performance came from histogram gradient boosting, but random forest was close and achieved 
strong results under the 15-feature budget. This suggests that a practical system designer could trade 
a small amount of predictive performance for simpler feature extraction if only a subset of page and 
URL indicators can be computed reliably. 

The study also demonstrates why a single accuracy value is not sufficient. Phishing detection 
requires attention to phishing recall, false positives, probability quality and computational footprint. 
Reporting F1, recall, ROC-AUC, average precision, Brier score, latency and model size provides a fuller 
picture of model behavior. For example, a classifier with very high ROC-AUC may still need threshold 
adjustment or calibration before user-facing warnings are issued. 

The main limitation is the data set. The UCI Phishing Websites data set is widely used and useful 
for controlled benchmarking, but it is static and feature encoded. It does not capture temporal drift, 
adversarial adaptation, regional language differences, modern QR-code phishing, credential-
harvesting kits or live browser behavior. Newer public phishing data sets can support external 
validation, but they differ in collection period, feature schema and labeling pipeline [23]. Therefore, 
the findings should be interpreted as an offline benchmark and methodological analysis, not a 
guarantee of current operational coverage. 

Future work should evaluate the same feature-budget protocol on time-split live feeds from 
sources such as PhishTank, OpenPhish or organizational telemetry; add adversarial URL perturbation 
tests; compare feature-engineered models with URL text embeddings; and integrate calibrated 
thresholds into a browser-side prototype. Human-factor evaluation would also be required before 
warnings are presented to end users. 
 
5. Conclusions 

 
This paper presented a reproducible machine-learning pipeline for phishing website detection 

under feature-budget constraints. Using the UCI Phishing Websites data set, five classifiers were 
compared across four feature budgets with cross-validation, hold-out testing, calibration-sensitive 
metrics, latency, model size and permutation feature importance. Histogram gradient boosting with 
30 features achieved the strongest hold-out performance, with F1 = 0.9675 and ROC-AUC = 0.9960. 
A 15-feature ensemble configuration retained much of the full-feature performance, indicating that 
lightweight feature subsets can be viable for offline screening studies. 

The practical value of the work lies in the reproducible protocol and operationally relevant 
reporting. The results support the use of tree-based ensembles for feature-encoded phishing 
benchmarks while emphasizing that live deployment requires additional drift, adversarial, privacy 
and browser-integration validation. 
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