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Radiation protection is a critical practice designed to minimise the biological risks
of ionising radiation to individuals and the environment. This review paper
examines the integration of international safety standards with national regulatory
frameworks, specifically focusing on the transition from the International Atomic
Energy Agency (IAEA) Basic Safety Standards (BSS) to Malaysia’s regulatory
landscape governed by the Atomic Energy Licensing Board (AELB) under the
Atomic Energy Licensing Act 1984 (Act 304). The study analyses the foundational
principles of radiation protection: justification, optimisation (ALARA/ALARP), and
dose limitation, which serve as the cornerstone for safe practices in medical and
industrial sectors. The paper details the practical implementation of dose
monitoring and risk assessment, particularly within diagnostic radiology
departments. It evaluates various detection technologies, including
Thermoluminescent Dosimeters (TLDs), Optically Stimulated Luminescent
Dosimeters (OSLs), and Electronic Personal Dosimeters (EPDs), and highlights their
roles in personal and area surveillance. Furthermore, the review explores how
technological innovations such as the Internet of Things (loT), Cloud-based dose
management, and Artificial Intelligence (Al) are revolutionising compliance by
enabling real-time monitoring and predictive safety analysis. Despite these
advancements, the study identifies persistent challenges, such as technical
difficulties in measuring neutron radiation and eye lens doses, human factors that
lead to non-compliance with badge use, and global inconsistencies in the
application of safety standards. Results from medical worker studies indicate that
while most exposures remain well below international thresholds (e.g., 20
mSv/year for occupational workers), continuous education and robust quality
assurance are vital. The paper concludes that Malaysia’s regulatory framework
effectively mirrors international best practices. It suggests that future efforts must
focus on improving the affordability and sensitivity of real-time dosimetry while
strengthening the organisational safety culture to ensure sustainable and effective
radiation protection in an evolving technological era.
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1. Introduction

Radiation protection is the practice of minimizing the harmful effects of ionizing radiation on
humans and the environment. Radiation, which involves the transfer of energy through particles or
electromagnetic waves, can alter the structure and function of human tissues when exposure occurs.
Therefore, regulations are essential to ensure the safety of workers, the public, and the environment,
especially in industries, medicine, and research where radiation is widely used. Without proper
control, radiation exposure can lead to serious health risks that may not be immediately visible. The
International Atomic Energy Agency (IAEA) provides global guidance through its Basic Safety
Standards (BSS), which establish fundamental principles for the safe use of radiation. Many countries,
including Malaysia, adopt these standards through national regulatory bodies such as the Atomic
Energy Licensing Board (AELB) to ensure consistency with international safety practices [1].

As radiation use continues to expand across various sectors, monitoring and dose assessment
have become increasingly important. Workers in radiation-related fields may be exposed under both
controlled and uncontrolled conditions, and excessive exposure can cause serious biological effects.
Radiation monitoring helps measure and evaluate exposure levels, while dose assessment ensures
compliance with safety limits. Key principles such as ALARA (As Low As Reasonably Achievable) guide
efforts to minimize exposure, supported by international recommendations from organizations like
the International Commission on Radiological Protection (ICRP) and the United Nations Scientific
Committee on the Effects of Atomic Radiation (UNSCEAR). Advances in technology, including digital
dosimetry and real-time monitoring systems, have improved the accuracy and efficiency of radiation
tracking, although challenges remain in standardization, data reliability, and low-dose detection [2].

Risk assessment is another critical component of radiation protection, involving the identification
of hazards, estimation of exposure levels, and implementation of control measures to keep risks as
low as reasonably practicable (ALARP). Radiation has both beneficial and harmful effects, making its
safe use essential for modern society. Effective radiation protection relies on three core principles:
justification, ensuring that the benefits outweigh the risks; optimization, minimizing exposure
through practical measures; and dose limitation, ensuring exposure does not exceed recommended
limits. These principles are supported by engineering controls, administrative procedures, and
personal protective equipment to maintain a strong safety culture.

Overall, radiation protection is a vital practice that combines international standards, national
regulations, and modern technological advancements to safeguard human health. Continuous
improvement in monitoring systems, regulatory enforcement, and safety awareness is necessary to
address evolving challenges. Strengthening these efforts will help reduce exposure risks, improve
compliance, and ensure sustainable and effective radiation safety practices across all sectors [3].

2. International Atomic Energy Agency (IAEA) Basic Safety Standards

As the use of radiation continues to expand across industries, medicine, and research, the
International Atomic Energy Agency (IAEA) has developed a comprehensive set of safety standards
to guide countries in managing radiation risks. These standards are organized within the IAEA Safety
Standards Series, which provides a structured and globally recognized framework for radiation and
nuclear safety. At the highest level are the Safety Fundamentals, which define the core principles of
safety. These are supported by the General Safety Requirements (GSR) and Specific Safety
Requirements (SSR). The GSR, divided into several parts, covers key areas such as regulatory
frameworks, leadership and management, radiation protection, safety assessment, waste
management, decommissioning, and emergency preparedness [4]. Meanwhile, the SSR focuses on
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specific facilities and activities, including nuclear power plants, research reactors, and the transport
of radioactive materials. Together with supporting Safety Guides, these components form a unified
system that ensures consistent safety practices worldwide. The main objective of the Basic Safety
Standards (BSS) is to protect people and the environment from the harmful effects of ionizing
radiation.

Radiation protection under the IAEA framework is based on three fundamental principles:
justification, optimization, and dose limitation. Justification ensures that any use of radiation
provides more benefit than harm. In medical applications, this principle is particularly important
because the same individual receives both the benefit and the risk. It is applied at three levels: the
general acceptance of radiation use in medicine, the justification of each specific procedure, and the
evaluation of each individual exposure [5]. Optimization, guided by the ALARA (As Low As Reasonably
Achievable) principle, focuses on minimizing radiation doses while still achieving the intended
purpose. In medical imaging, this requires balancing dose reduction with maintaining sufficient image
quality for accurate diagnosis. Dose limitation sets maximum permissible exposure levels to protect
workers and the public. According to IAEA guidelines, occupational exposure is typically limited to 20
mSv per year, while public exposure should not exceed 1 mSv per year. However, for medical
exposure, strict dose limits are not applied, as the focus is on ensuring that the benefits outweigh the
risks.

In Malaysia, the use of ionizing radiation is regulated under the Atomic Energy Licensing Act 1984
(Act 304). This legislation provides the legal framework to control and ensure the safe use of
radioactive materials and radiation-emitting equipment. The main regulatory authority responsible
for enforcing this act is the Atomic Energy Licensing Board (AELB). AELB oversees licensing,
inspection, and compliance to ensure that radiation practices in Malaysia align with international
standards such as the IAEA BSS. Under Act 304, any individual or organization intending to use, store,
or handle radiation sources must obtain a valid license from AELB. The licensing process includes
specific conditions related to safety measures, operational limits, and authorized materials [6]. AELB
also has the authority to suspend or revoke licenses if regulations are violated, ensuring strict control
over radiation use and protecting public and environmental safety.

To implement the IAEA standards at the national level, AELB has developed various regulations
and codes of practice, including the LEM/TEK guidelines. These documents translate international
principles into practical requirements for local industries. For example, the Radiation Protection
Licensing Regulations 1986 require organizations to obtain authorization before handling radioactive
materials, aligning with the IAEA principle of regulatory control. AELB also mandates the appointment
of a Radiation Protection Officer (RPO), as outlined in LEM/TEK-30, to ensure that a qualified
individual is responsible for maintaining radiation safety within each facility. Additionally,
organizations must establish a Radiation Protection Programme (RPP), which includes monitoring,
training, and emergency preparedness measures, as specified in guidelines such as LEM/TEK-33 and
LEM/TEK-57. These regulations also emphasize proper record-keeping of radiation exposure and
operational data [7].

Furthermore, AELB provides detailed guidance on the safe transport and disposal of radioactive
materials through documents such as LEM/TEK-58 and LEM/TEK-76. Training and competency
requirements are also strictly enforced. Individuals working with radiation, particularly RPOs, must
complete approved training programs and pass certification examinations [8]. Continuous
professional development is required through Continuing Education Points (CEP) to ensure that
personnel remain competent and up to date with current safety practices. Overall, Malaysia’s
implementation of radiation protection regulations demonstrates strong alignment with
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international standards, ensuring effective control, safety, and sustainability in the use of ionizing
radiation.

3. Fundamentals Of Radiation Dose Monitoring

Radiation dose monitoring involves measuring and recording the amount of radiation received
by individuals to ensure safety and compliance with established standards. It is guided by the ALARA
(As Low As Reasonably Achievable) principle, which aims to minimize exposure while maintaining the
intended benefit. The system used worldwide is based on three core principles—justification,
optimization, and dose limitation established by the International Commission on Radiological
Protection (ICRP) [9]. Monitoring serves several important purposes, including controlling
occupational exposure, ensuring that dose limits are not exceeded, and maintaining long-term
records for health assessment. According to the International Atomic Energy Agency (IAEA), both
governments and employers share responsibility for implementing effective monitoring programs.
Accurate dose measurement depends on proper calibration of dosimeters and understanding their
response to different radiation types and conditions. In medical settings, correction factors are
necessary when protective equipment such as lead aprons is used, as badge readings may not reflect
the true body dose. Modern monitoring systems now combine personal dosimeters with centralized
digital platforms, enabling better data analysis, trend identification, and improved safety practices
[10].

Reliable radiation protection depends on accurate measurement using appropriate detectors and
dosimeters. Different instruments are used depending on the radiation type and monitoring purpose
[11]. Thermoluminescent dosimeters (TLDs) store radiation energy in crystal materials and release it
as light when heated, providing stable and reusable measurements, although they do not offer real-
time readings. Optically Stimulated Luminescent (OSL) dosimeters function similarly but use light
instead of heat, allowing higher sensitivity and repeated readings. For real-time monitoring,
Electronic Personal Dosimeters (EPDs) are widely used, as they provide immediate dose readings,
alarms, and digital data storage. For area monitoring, ionization chambers offer high accuracy, while
Geiger—Miiller (GM) counters are portable and effective for detecting beta and gamma radiation,
though they may saturate at high dose rates. Scintillation detectors are also commonly used due to
their high sensitivity and fast response. Each instrument has its own advantages and limitations,
making proper selection and regular calibration essential for accurate and reliable measurements
[12].

Dose estimation methods range from simple badge readings to advanced computational models.
Common personal dosimeters include TLDs, OSL badges, film badges, and EPDs, each differing in
sensitivity, response, and real-time capability [13]. Measured values such as personal dose
equivalents are converted into effective or equivalent doses using calibration coefficients and
correction factors, especially when protective equipment is used. In medical procedures, double-
badge methods are often applied to estimate accurate exposure levels for the body and eyes. In
situations where direct measurement is not possible, dose reconstruction techniques are used,
relying on environmental data, work history, and computational models such as Monte Carlo
simulations [14]. Advances in computational dosimetry and data availability have significantly
improved the accuracy of dose estimation for both workers and patients.

Radiation protection is governed by international and national regulations that establish safety
limits and guidelines. The ICRP introduced key principles in its recommendations, which are further
implemented by the International Atomic Energy Agency through the Basic Safety Standards (BSS).
Scientific input from the United Nations Scientific Committee on the Effects of Atomic Radiation
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(UNSCEAR) supports the development of these policies. Based on these guidelines, occupational
exposure is generally limited to an average of 20 mSv per year over five years, with a maximum of 50
mSv in any single year, while public exposure should not exceed 1 mSv annually. In Malaysia, radiation
use is regulated by the Atomic Energy Licensing Board (AELB) under the Atomic Energy Licensing Act
1984 (Act 304). AELB ensures compliance through licensing, inspections, and monitoring, requiring
facilities to appoint Radiation Protection Officers and maintain exposure records [15].

Occupational dose monitoring is essential for protecting workers in both medical and industrial
sectors. It involves identifying exposed workers, issuing dosimeters, conducting regular monitoring,
and maintaining exposure records. In hospitals, workers in interventional radiology and cardiology
often receive higher doses, so additional measures such as dual badges and eye dosimeters are used.
In industries such as nuclear power and radiography, monitoring includes both personal and
environmental measurements, with specialized detectors required for neutron radiation. Although
regulations are well established, human factors such as improper badge usage can affect monitoring
accuracy. Continuous training and feedback are therefore necessary to ensure compliance and
maintain safety standards. Overall, improvements in technology and awareness have contributed to
a gradual reduction in occupational radiation exposure [16].

Recent technological advancements have significantly improved radiation monitoring and safety
compliance. Internet of Things (loT)-based dosimeters enable real-time data collection and
transmission to centralized systems, allowing faster and more efficient monitoring. Wearable smart
dosimeters, including Bluetooth-enabled devices, allow workers to track their own exposure and
upload data to cloud platforms. Cloud-based systems automate data recording, analysis, and
reporting, improving accuracy and supporting regulatory compliance. The integration of artificial
intelligence (Al) further enhances these systems by predicting exposure trends, detecting anomalies,
and optimizing safety measures [17]. In addition, automated safety systems can trigger alarms or
corrective actions when exposure exceeds safe limits. These innovations have been successfully
implemented in hospitals and nuclear facilities, improving response time, accuracy, and overall safety
performance.

Despite significant progress, several challenges remain in radiation dose monitoring. Accurate
measurement of neutron radiation and eye lens doses continues to be difficult, particularly in medical
environments. Differences in safety standard implementation across countries can also lead to
inconsistent levels of protection. Human factors remain a concern, as some workers may neglect
proper dosimeter use or fail to respond promptly to high exposure readings. While digital dosimeters
offer real-time monitoring, their cost and accuracy still require improvement. Future efforts should
focus on developing more affordable and precise real-time monitoring devices, enhancing
computational models for dose estimation, and improving education and training. Greater
collaboration and data sharing among organizations will also be essential to strengthen global
radiation protection practices and ensure safer working environments [18].

4. Radiation Hazards in Work Areas

Hazard identification is an essential process used to determine whether a situation, equipment,
or activity has the potential to cause harm. In diagnostic radiology departments, several hazards exist,
particularly from ionizing radiation generated by X-ray and CT imaging, as well as strong magnetic
fields produced by MRI systems. Exposure to ionizing radiation can lead to cellular damage, long-
term health effects, and an increased risk of cancer, especially through stochastic effects that may
occur even at low doses. In addition to radiation risks, other hazards include chemical exposure from
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disinfectants and contrast agents, electrical dangers such as shocks or burns, ergonomic issues from
improper patient handling, and the risk of infection. Errors in imaging procedures, such as incorrect
equipment settings or poor patient positioning, can further increase unnecessary radiation exposure.
A lack of proper training and awareness among healthcare professionals also contributes to these
risks, as underestimation of radiation dose and poor communication may lead to repeated or
unnecessary examinations. Therefore, continuous education, effective communication, and a strong
safety culture are crucial in minimizing hazards in radiology environments [19].

Dose exposure estimation plays a vital role in radiation protection by assessing the level of
radiation received and its associated health risks. Research indicates that the likelihood of cancer
increases with higher absorbed doses, making accurate dose estimation important for risk
evaluation. Occupational exposure refers to radiation received by workers during their professional
activities, excluding exempted sources. Among medical imaging techniques, CT scans typically deliver
higher radiation doses compared to standard X-ray procedures, and exposure is commonly measured
in units such as millisievert (mSv) for effective dose and milligray (mGy) for absorbed dose. Personal
dosimeters are used to monitor cumulative exposure over time, and these readings are compared
with safety limits set by organizations such as the International Commission on Radiological
Protection and enforced nationally by bodies like the Atomic Energy Licensing Board. Regular
monitoring ensures compliance with the ALARP (As Low As Reasonably Practicable) principle [20].
Studies have shown that radiation exposure among medical workers in hospital settings generally
remains below international safety limits, indicating that proper safety measures and monitoring
practices are effective in controlling occupational dose.

Mitigation of radiation exposure in diagnostic radiology is based on the core principles of
justification, optimization, and dose limitation. Justification ensures that every medical exposure is
necessary and that its benefits outweigh potential risks. Optimization, guided by the ALARA principle,
focuses on reducing exposure to the lowest practical level by controlling key factors such as time,
distance, and shielding. Minimizing exposure time, increasing distance from the radiation source, and
using protective barriers such as lead aprons, shields, and lead-lined walls are essential practices.
Dose limitation ensures that exposure levels remain within recommended thresholds, typically 20
mSv per year for occupational workers and 1 mSv per year for the public [21].

In clinical environments, occupational exposure mainly comes from scattered radiation during
procedures. Protection strategies include engineering controls, administrative measures, and
personal protective equipment such as lead aprons, thyroid shields, and leaded eyewear, which can
significantly reduce radiation dose. Proper positioning of personnel, effective use of collimation, and
installation of shielding devices further enhance safety [22]. For patients, mitigation focuses on
optimizing imaging procedures to avoid unnecessary exposure by selecting appropriate techniques,
minimizing scan areas, and using advanced filtration methods. Special care is required for sensitive
groups such as pregnant women and children, where alternative imaging methods like ultrasound or
MRI may be preferred. Additionally, regular equipment maintenance, quality assurance testing, and
continuous training of healthcare personnel are essential to maintaining a strong and sustainable
radiation safety culture [23].

5. Conclusion
To conclude, radiation protection is essential to ensure the safety of people and the environment
from the harmful effects of ionizing radiation. The International Atomic Energy Agency (IAEA) Basic

Safety Standards (BSS) serve as the main global framework guiding safe radiation practices, and many
countries, including Malaysia, adopt these principles through national regulations. In Malaysia, the

75



Journal of Advanced Research in Computing and Applications
Volume 44, Issue 1 (2026) 70-77

Atomic Energy Licensing Board (AELB) implements radiation safety through the Atomic Energy
Licensing Act 1984 (Act 304) and related codes of practice. AELB is responsible for licensing,
inspections, and training to ensure that only qualified personnel handle radiation sources. Guidelines
such as the LEM/TEK series translate international standards into practical applications, covering
radiation protection programmes, monitoring, and waste management. Overall, Malaysia’s
regulatory system reflects strong alignment with IAEA standards while adapting them to local
requirements to ensure safety remains the top priority.

Radiation protection and dose monitoring are also critical in minimizing occupational and public
exposure. International organizations such as the International Commission on Radiological
Protection (ICRP), United Nations Scientific Committee on the Effects of Atomic Radiation (UNSCEAR),
and the IAEA, together with AELB, provide guidelines based on the ALARA principle to keep radiation
exposure within safe limits. The effectiveness of these standards depends on accurate
instrumentation, proper calibration, and continuous monitoring. Recent technological
advancements, including loT-based dosimeters, wearable devices, cloud-based dose management
systems, and Al-assisted analysis, have significantly improved real-time monitoring and compliance.
However, challenges such as difficulty in measuring neutron and eye lens doses, inconsistent global
regulations, human errors in dosimeter use, and high costs of advanced systems still exist. Future
improvements should focus on developing more sensitive, affordable, and standardized monitoring
systems, alongside stronger safety culture, training, and international collaboration.

In diagnostic radiology, occupational exposure mainly comes from scattered radiation rather than
direct beams. Ensuring safety requires strict adherence to the principles of time, distance, and
shielding. Protective equipment such as lead aprons, thyroid shields, and ceiling-mounted barriers,
along with proper equipment use and maintenance, significantly reduces radiation dose for both
patients and staff. Regular quality assurance (QA) testing and calibration of imaging equipment are
essential to maintain performance and prevent unnecessary exposure. Personal monitoring devices
such as thermoluminescent dosimeters (TLDs) are also important for tracking cumulative radiation
doses and ensuring compliance with safety limits. Additionally, proper staff positioning and
awareness of radiation scatter directions further reduce occupational risk.

Beyond technical measures, human and organizational factors play a crucial role in radiation
safety. Continuous education, training, and professional development are necessary to maintain
awareness and competency among healthcare workers. Institutions should implement regular
workshops, refresher courses, and seminars to keep staff updated on radiation protection standards.
Strong administrative support is also needed to ensure the availability and proper maintenance of
protective equipment and to implement job rotation systems that reduce cumulative exposure.
Ultimately, effective radiation protection requires a combination of technology, regulation, and
human awareness. As radiological technology continues to advance, maintaining strong governance,
adherence to international standards, and a culture of safety will be essential to achieving both
diagnostic excellence and sustainable healthcare practice.
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