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This Information Technology Security Testing Information System is developed based 
on the manual modules found in the Open-Source Security Testing Methodology 
Manual (OSSTMM). OSSTMM uses manual forms to enter information from security 
testing and observation for an information technology infrastructure. Methodology 
used in this study is Prototype Development Model. The study had produce 
information system for information security testing based on OSSTMM.  The 
computerized information system will make it easier for users to enter, edit and view 
data and information that has been obtained from the information technology 
security testing system. 
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1. Introduction 
 

The issue of security in the world of information technology is a very important matter and it is 
often discussed by information technology experts around the globe. Therefore, a process of testing 
the level of security for an information technology implementation needs to be done to meet the set 
security standards at least at a minimum level [1]. 

Therefore, a non-profit organization, the Institute for Security and Open Methodology (ISECOM) 
have taken a good initiative by developing a standard manual for testing security levels in the 
implementation of information technology. The manual is the Open Source Security Testing 
Methodology Manual (OSSTMM) [2]. 

OSSTMM is an evaluation manual to test the level of security for an information technology 
implementation, especially in its physical infrastructure [3]. It contains detailed guidance on practical 
testing and evaluation of test results reports. 

This OSSTMM manual is in the form of forms and guides that can be printed or used digitally. The 
implementation of information technology implementation security testing can be done based on 
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the guidelines contained therein [4]. Then some forms can be used to record and store information 
regarding the results of the tests that have been made. 

The system developed is an OSSTMM-based Information Technology Security Testing Information 
System that can be accessed through a web browser and has its database to store the information 
from the security testing that has been done. OSSTMM was chosen as an information technology 
security testing methodology because it is based on open source and is still in manual form. 
 
2. Methodology  
 

The development of this information system is made using the System Development Life Cycle 
(SDLC) methodology. The use of SDLC can ensure that the system developed for an organization is 
able to meet the set objectives and comply with the planned current requirements. 

The prototype model is used in the development of this system as shown in Figure 1. This 
prototype model has five implementation phases namely planning, analysis, design, implementation 
and prototype and; implementation and testing. 

 

 
Fig. 1. Prototype development model 

2.1 Planning phase 
 
In this phase, the manual system found in OSSTMM information technology security testing needs 

to be studied more carefully and in detail. A planning schedule is also developed to facilitate the 
subsequent phases until this information system is successfully developed. 

In addition, requirements such as hardware, software, work resources, and so on need to be 
determined immediately and accurately. It must be in accordance with the requirements of the 
information technology environment of the organization. In this project, a laboratory at the selected 
public university has been identified for the implementation of this project. 

2.2 Analysis phase 
 
All information related to the developed information system is collected and analyzed in more 

detail. The information system development strategy is also carefully studied so that it is compatible 
with the OSSTMM manual system. All hardware and software requirements are detailed more 
thoroughly. 
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In addition, the requirements in the OSSTMM information system are also identified so that it is 
developed in accordance with the needs of users and the OSSTMM manual. It also involves processes 
in identifying the programming language used, modules for users, and system requirements in the 
implementation of OSSTMM processes. 

2.3 Design phase 
 
The entire OSSTMM information system design is produced based on the results of a detailed 

analysis of the system and user requirements in the analysis phase. It involves the processes of 
designing user displays such as the system's user interface, the basic structures of the system, output 
design, and the identification of program codes for the system interface. 

2.4 Design prototype and implementation 
 
In this phase, all code programming processes are implemented based on the previous phases. 

Next, a prototype OSSTMM information system will be produced. However, in this phase, if there is 
a need or weakness, it will be repeated back to the analysis and design phase until the OSSTMM 
information system is able to function well and is accepted by users. 

The database that has been designed in the previous phase will be developed along with the 
information system interface that has been identified. The process of repeating the previous phases 
will happen after the OSSTMM information system prototype is tested by developers and users. 

2.5 Design testing and implementation 
 
In this phase, the OSSTMM information technology security testing information system prototype 

model has been transformed into an information system that is ready to be fully implemented and 
adopted for real. The modules in the OSSTMM information system have been tested and run well in 
this phase. Next is testing acceptance by users to ensure that it coincides with the wishes and needs 
of users who will use it. Full testing will be done to this OSSTMM information system for the latest 
before it can be used by users. If it is successfully tested without errors and meets the wishes and 
needs of users, it will be implemented in the place where its use has been proposed. 
 
3. System Design 
 

This OSSTMM information technology security testing information system has been developed 
based on a web-based application that requires a web server in addition to a database to run it. It 
makes it easier for users to access this system because it can be accessed through any web browser 
in any operating system and anywhere through the network and the Internet [5]. 

The context diagram as shown in Figure 2 is developed to show how the developed OSSTMM 
information technology security testing information system interacts with end users and system 
administrators. It is a general overview of the entire OSSTMM information system and shows the 
relationship between entities and systems and inputs and outputs. 

There are three entities that interact with this OSSTMM information system which are normal 
users, security analysts, and system administrators. Normal users are like superiors or certain people 
who need access only to reports of security testing results that have been made. Security analysts 
use it to see the guidelines in the implementation of security testing, enter test result information, 
update information, and see reports of security testing results that have been made [6]. 
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While the system administrator acts as a coordinator for the OSSTMM information system such 
as verifying user status, adding items or attributes to the system, system maintenance, and so on. All 
users need to obtain confirmation from the system administrator first before being able to use this 
OSSTM information system. 
 

 
Fig. 2. Context Diagram 

4. Results and Implementation 
 

The OSSTMM information technology security testing information system has been developed in 
this study giving its main focus on developing the automation aspect of the computerized information 
system from the manual form system for OSSTMM-based information technology security testing. 



Journal of Advanced Research in Computing and Applications 
Volume 39, Issue 1 (2025) 28-35 

32 
 

One of its functions is to fill in, access and update information as a result of information technology 
security testing based on the OSSTMM method. 

Users of this system must first register through the form provided on the website provided. 
Personal information as required must be registered first. In addition, registered passwords will be 
encrypted for security. Figure 3 is shown the entry menu into the system which is registration and 
entry for normal users, administrators, or security analysts. 

 

 
Fig. 3. Main menu 

Once the registration is successful, the user can enter the system as shown in Figure 4.  
 

 
Fig. 4. Login and password 

 
Next is the main page for the OSSTMM information technology security testing information 

system as shown in Figure 5. The following Figure 6 is a homepage for security analysts to select the 
type of testing to be done. Figure 7 is the system page with one of the forms to enter information 
about a certain type of testing that has been done. 
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Fig. 5. Main page 

 

 
Fig. 6. Types of security testing 

 

 
Fig. 7. Example of test information filling form 
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Figure 8 also shows examples of information technology security testing that has been entered 
and is ready to be updated if necessary. 

 

 
Fig. 8. Example of test result information 

 
Figure 9 shows an example of a system page for generating a report on the results of the tests 

that have been carried out in the information system that has been developed. 
 

 
Figure 9. An example of a test result report generation form 

 
That is the result of the implementation that has been developed OSSTMM information 

technology security testing information system that has been computerized from OSSTMM testing 
manual forms. 
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5. Conclusions 
 

The development of OSSTMM's information technology security testing information system is to 
facilitate the process of maintenance and management of test information and information 
technology security testing results that have been made [7]. It facilitates the process of accessing, 
entering, and updating relevant information quickly, regularly, and easily. This OSSTMM testing 
method was taken because it has gone through a mature evaluation process by information 
technology security experts through the ISECOM organization and it is a testing technique based on 
open source. 

However, the implementation scope is small in the implementation of this information system 
which is a laboratory at the selected public university. This is due to time and effort constraints in the 
development of this information system. The automatically generated report module in the form of 
a graph makes it easier for the management of an organization to see the information that is needed 
collectively and organized in order to make a decision. 

The same is the case with web-based systems that allow it to be accessed easily and on various 
platforms through a web browser. However, there are some web browsers that display their 
interface in a messy form but the functions can operate well. Finally, this information technology 
security testing information system based on OSSTMM techniques can facilitate information 
technology security experts in handling testing information and test result information for the benefit 
of a company or organization in order to be able to operate better. 
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