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The rapid emergence of Internet of Things (IoT) devices has ushered in an era of 
unprecedented connectivity and convenience, but it has also brought forth an array 
of cybersecurity challenges. This research deals with the multifaceted realm of 
cybersecurity threats on the Internet of Things (IoT) landscape. The vulnerabilities 
inherent in this ever-expanding ecosystem have become increasingly evident as IoT 
devices permeate every facet of our daily lives. In this paper, we review the various 
security threats that IoT deployments face, ranging from unauthorized access and 
data breaches to device vulnerabilities, physical attacks, and the pressing concerns 
surrounding user privacy. As the IoT continues to reshape our digital landscape, 
understanding and mitigating cybersecurity threats, in this paper we propose the 
attack and defense modelling framework to ensuring interconnected devices and 
systems' security, privacy, and resilience. This research serves as a foundational 
overview, urging stakeholders to prioritize IoT security in a world increasingly reliant 
on the promise of a hyper-connected future. By thoroughly synthesizing current 
knowledge in IoT, this research equips readers with a holistic understanding of IoT 
cybersecurity threats, enabling stakeholders to make informed decisions in a 
connected world. In the face of escalating risks, this research serves as a vital 
resource for academia, industry professionals, policymakers, and cybersecurity 
practitioners, all committed to fortifying the integrity and resilience of IoT 
ecosystems. 
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1. Introduction 

 
The Internet of Things (IoT) has emerged as a transformative force, weaving a seamless web of 

connectivity across our increasingly digitized world. With promises of enhanced convenience, 
efficiency, and productivity, IoT technologies have penetrated diverse domains, from smart homes 
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and healthcare to industrial automation and urban infrastructure [1]. However, this digital ubiquity 
has not come without a cost. The very connectivity that underpins IoT's promise has also introduced 
a host of formidable cybersecurity threats and vulnerabilities that challenge the security and privacy 
of IoT ecosystems. As our world becomes increasingly interconnected, the need to address these 
threats has never been more critical. The threats to IoT security are diverse and continuously 
evolving. They encompass a wide range of vulnerabilities and attack vectors, including unauthorized 
access to devices, data breaches, exploitation of device vulnerabilities, physical attacks on IoT 
hardware, and the erosion of user privacy [2]. The rapid expansion of the IoT has introduced a wide 
range of cybersecurity vulnerabilities and threats, including but not limited to unauthorized access, 
data breaches, device hijacking, and distributed denial-of-service (DDoS) attacks. These threats can 
lead to severe consequences, ranging from the compromise of personal data to the disruption of 
essential services. Despite the growing awareness of these issues, there remains a pressing need to 
identify and categorise the cyber-attacks targeting IoT devices and networks [3]. As IoT devices 
proliferate, they become prime targets for cyber-attacks due to their often-limited computational 
capabilities and lack of standardized security protocols. This technological change raises new threats 
and security attacks that produce new and complex cybersecurity scenarios with large volumes of 
data and different attack vectors that can exceed the cognitive skills of security analysts [4]. 
Traditional cybersecurity models, designed for conventional networks, are insufficient to address the 
unique challenges posed by IoT environments.  Current security practices are often inadequate or 
inconsistent across devices and networks, leading to potential risks for both individuals and 
organizations [3]. The aim of this research is to identify and propose practical guidelines and best 
practices to enhance IoT security, focusing on key areas such as device authentication, data 
encryption, secure communication protocols, network segmentation, and firmware integrity. These 
guidelines will serve to minimize vulnerabilities and ensure a secure IoT environment, balancing 
security needs with the performance constraints of IoT devices. 

While significant strides have been made in identifying IoT-related cybersecurity threats, a clear, 
systematic framework for categorizing and mitigating these threats remains underdeveloped. 
Existing security models often fall short in addressing the unique and evolving nature of IoT 
environments due to limited computational resources, the absence of standardized protocols, and 
diverse attack vectors. Furthermore, traditional security practices are insufficient for handling the 
large-scale, real-time data generated by IoT devices, which can overwhelm current security systems 
and analysts. This research seeks to bridge this gap by proposing the framework tailored specifically 
for IoT environments, focusing on areas such as device authentication, data encryption, secure 
communication protocols, network segmentation, and firmware integrity.  
 
2. Literature Review  
 

The Internet of Things (IoT) devices, often characterized by limited resources, are susceptible to 
a variety of cyberattacks. Studies have documented attacks such as Distributed Denial of Service 
(DDoS), data interception, and spoofing [5]. The vulnerability of IoT devices poses significant security 
challenges. The technology-facilitated abuse through IoT devices has a substantial impact on intimate 
partner violence (IPV) [6]. Improper device updates, inadequate security protocols, user 
unawareness, and lack of active device monitoring contribute to the challenges faced by IoT [7]. The 
limitations of traditional security models in IoT environments necessitate lightweight security 
protocols and decentralized approaches like blockchain. A framework for smart government 
performance emphasizes the importance of IoT-enabled dynamic capabilities and public policies [8]. 
The automation of cognitive tasks in cyber operations, with human involvement for validation and 
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decision-making, is crucial. A new IoT model aims to enhance user security and privacy [9]. Advanced 
deep learning techniques, such as LSTM modules, are employed to detect cyber-attacks in IoT 
systems [10]. Current defence strategies for IoT, including anomaly detection, machine learning-
based intrusion detection systems, and encryption techniques, often face challenges in scalability 
and resource efficiency [7]. An open-source solution for simulating cyber infrastructures and IoT 
scenarios, with a focus on edge applications, is available [11]. A brief overview of deep learning 
methods used in cybersecurity, such as deep belief networks, generative adversarial networks, and 
recurrent neural networks, is provided [12]. A blockchain-based framework for an open-bid auction 
system addresses privacy and security concerns using various cryptographic primitives [13]. 
Developing protection mechanisms against IoT attacks is crucial, as attackers seek vulnerabilities in 
networks to target connected devices. A cloud-enabled IoT environment in AWS implements the top 
layer, with security protocols and critical management sessions ensuring user privacy across different 
layers [14]. 
 
2. Cybersecurity Threats in IoT  
 

Security threats are main critical challenges for the devices in an IoT environment such as in 
industrial [3], maritime [15], government [8] as shown in Figure 1. The hyper-connectivity generated 
by IoT networks coupled with limited default security in IoT devices increases security risks that can 
jeopardize the operations of cities, hospitals, and organizations [16]. Security is central for IoT 
systems to protect sensitive data and infrastructure, whilst security issues have become increasingly 
expensive, in Industrial Internet of Things (IoT) domains [17] IoT-based critical infrastructures are an 
appealing target for cybercriminals. Such distinctive infrastructures are increasingly sensitive to cyber 
vulnerabilities and subject to many cyberattacks [18]. They contain communication systems that can 
lead to national security deficits, disruption of public order, loss of life or large-scale economic 
damage when the confidentiality, integrity, or availability of the communication is broken down. 
These huge systems may be vulnerable to cyber-attacks [5]. Major challenges are security since the 
devices are online hence making the smart grid vulnerable to significant attacks [4]. Improper device 
updates, lack of efficient and robust security protocols, user unawareness, and famous active device 
monitoring are among the challenges that IoT is facing [7]. The common vulnerabilities notable in IoT 
include the security, privacy, and data protection concerns [9].  This technological change rise to new 
threats and security attacks that produce new and complex cybersecurity scenarios with large 
volumes of data and different attack vectors that can exceeded the cognitive skills of security analysts 
[4]. Analysis of those data sources is still a big challenge for reducing high dimensional space and 
selecting important features and observations from different data sources [19]. The technology-
facilitated abuse, so-called “tech abuse,” through phones, trackers, and other emerging innovations, 
has a substantial impact on the nature of intimate partner violence (IPV) [6].  
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Fig. 1. Critical sectors and threat dimensions in IoT environments 
 

User privacy is another concern in IoT because the electronic environment enables the collection 
of personal data [13]. The cybersecurity aspects define an assessment model of cybersecurity 
maturity of IoT solutions to develop smart city applications [20]. The network traffic of a smart city 
via loT systems is growing exponentially and introducing new cybersecurity challenges since these 
loT devices are being connected to sensors that are directly connected to massive cloud servers [21]. 
Security properties of such distributed control systems are typically only verified empirically during 
development and after system deployment [22]. IoT relies on utilizing the Internet to operate it is 
vulnerable to Cyber-attacks if security is not taken into consideration [23]. Cybersecurity and 
highlights the need to address the possible threats targeting (various pillars of) industry 4.0. [24].  

 
Fig. 2. Industry 4.0 pillars 

 
Therefore, needs the cybersecurity awareness within industrial contexts based on the IoT 

paradigm to defend critical systems and sensitive data against emerging security threats and attacks 
[25][11]. Growing numbers of cyberattacks show that current security solutions and technologies do 
not provide effective safeguard against modern attacks [26]. Thus, we need to identify the possible 
attacks of digital virtual assets and timely accurate assessment the risks by securing these devices 
and systems are compounded by the scale and diversity of deployment, the fast-paced cyberthreat 
landscape, and many other factors [27,28]. 
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3. Issues in Previous Works 
 

Cybersecurity on the Internet of Things (IoT) is a critical and evolving concern due to the 
proliferation of connected devices in our homes, workplaces, and industries. IoT security is essential 
because these devices often handle sensitive data and can be vulnerable to various cyber threats. 
Table 1 review the cybersecurity threats on internet of things in previous works. 

 
Table 1 
Review of cybersecurity threats on internet of things 
Ref. Previous work Results 
[3] CNN-based approach for anomaly-based intrusion 

detection systems (IDS) that takes advantage of 
IoT’s power, providing qualities to efficiently 
examine whole traffic across the IoT.  

Convolutional neural network (CNN) model improves the 
IoT network’s performance and security and able to detect 
any possible intrusion and abnormal traffic behavior. 

[8] Framework for IoT-enabled smart government 
performance 

The results show evidence of forward-thinking initiatives 
with the developing IoT-enabled dynamic capabilities 
capable of addressing some of the problems faced by the 
U.S. 

[11] Open-source solution for simulating cyber 
infrastructures and reproducing realistic Internet 
of Things (IoT) scenarios, with specific focus on 
Edge applications. 

The Cyber range is fully working and can be used as a valid 
basis for building more articulated and challenging IoT-
Edge training exercises, as well as validate solutions that 
can be used to prevent, detect, mitigate, recovery, and 
evaluate the attack impact. 

[5] The application of IoT as an enabling technology 
for the smart grid. 

The use of the IoT is shown to improve the existing grid 
networks to facilitate better monitoring and control of the 
power grids. 

[4] The automation process in the execution of 
cognitive tasks defined in the cyber operations 
processes and includes the analyst as the central 
axis in the processes of validation and decision 
making. 

The security cognitive model proposal in this work 
integrates technological solutions with cognitive process 
and control techniques that allows to provide a complete 
vision of the cybersecurity situation awareness. 

[6] The risks and harms posed to IPV victims/survivors 
from the burgeoning Internet of Things (IoT) 
environment. 

Vividly illustrated why IPV research needs to engage with 
the development of digital devices and keep a tab on 
emerging technologies such as IoT. 

[24] Investigating the possible cyber-attacks targeting 
4 layers of IIoT. 

Discussed various pillars of IR 4.0, including autonomous 
robots, simulation, cyber-security, IIoT, horizontal and 
vertical integration, augmented reality, etc 

[9] New IoT model that can enhance the security and 
privacy of the users of the IoT. 

Model for the IoT architecture proves powerful in 
addressing the security vulnerabilities that organizations 
and businesses face in their daily operations 

[19] New testbed for an IIoT network that was utilized 
for creating new datasets called TON_IoT that 
collected Telemetry data, Operating systems data 
and Network data. 

New testbeds for IoT networks, datasets, and their 
analysis for validating cybersecurity applications 

[12] Deep learning methods which is used in 
cybersecurity, including deep belief networks, 
generative adversarial networks, recurrent neural 
networks, and others. 

Illustrates that the standard datasets are very important 
to advancing DL in the cybersecurity domain 

[29] Decision Support System (DSS)-based farming 
management that utilizes widespread IoT sensors 
and wireless connectivity to enable automated 
detection and optimization of resources. 

Identified fifty-eight cyber security threats which need to 
be controlled for a thriving smart farming eco-system. 

[30] Structured approach to mitigate cybersecurity 
risks on the Internet of Things (IoT) 

Current approaches do not provide a suitable strategy for 
IoT cybersecurity certification. 
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[20] Model based on risk levels to evaluate the IoT 
cybersecurity maturity in a smart city. 

Cognitive security techniques, it would be possible to 
assess cybersecurity risk levels in the face of complexity, 
diversity, and large volumes of data in IoT ecosystems 

[22] Novel modelling framework for the security 
verification of distributed industrial control 
systems, with the goal of moving towards early 
design stage formal verification. 

Framework can be used at an early design stage to 
eliminate potential attacks and security threats. 

[23] Provide the different classifications of attacks that 
an attacker can launch against these devices and 
mentions methods of mitigating such attacks. 

This invention has fueled the transition of the industrial 
sector to Smart Industry/Industry 4.0 where large 
production plants can generate products by utilizing the 
process of automation. 

[15] The proneness of the digital transformation is 
analyzed regarding the use of internet of things 
(IoT) devices, modern security frameworks for 
ships, and sensors and devices used in modern 
ships. 

The cyber security threats for the maritime industry 
regarding the devices used for sensing, communication, 
navigation, and emergency response in case of distress 

[21] Anomaly Detection loT (AD-IoT) system, which is 
an intelligent anomaly detection based on 
Random Forest machine learning algorithm. 

AD-IoT can significantly detect malicious behavior using 
anomalies based on machine learning through the 
evaluation of the UNSW-NB 15 dataset to detect the 
binary labeled classification before distributing on fog 
nodes. 

[27] Selection algorithm based on the “Designated + 
Random” mode by hierarchical division (HD-NSA), 
which can efficiently generate high-performance 
immune detectors to identify attack risks 

Detection algorithm can detect attacks faster and more 
accurately, compared with V-Detector and BIORV-NS. 

[10] Integrates a set of long short-term memory 
(LSTM) modules using advanced deep learning 
into an ensemble of detector to detect the cyber-
attacks against IoT systems. 

Integrated an ensemble of LSTM deep model and 
aggregated their outputs to achieve enhanced robustness. 

[28] Precautions against these attacks and to develop 
protection methods. 

Using appropriate IDS techniques is an important cyber-
security aspect as it helps, taking countermeasures in 
advance, also it enables developing a predictive and 
proactive cyber-security posture for IoT-based critical 
infrastructures. 

[7] Cloud-enabled IoT environment in AWS to 
implement the top layer (the cloud) to ensure the 
privacy of the users’ information. 

Implemented security certificates to allow data transfer 
between the layers of the proposed Cloud/Edge enabled 
IoT model. 

[16] Process of hardening and vulnerability analysis to 
reduce the attack surface and improve the 
security level of the IoT solution. 

The contributions of the research analyzed allow the risks 
to be determined by means of standards proposed by 
international organizations, such as ISO, OWASP, and 
NIST. 

[18] Security requirements and some realistic 
recommendations to enhance cybersecurity 
solutions. 

a new taxonomy of modern cyberattacks impacting cyber 
critical infrastructure, and some realistic 
recommendations and best practices to enhance 
cybersecurity solutions. 

[24] New cybersecurity technologies/ applications 
present improvements for IoT security 
management. 

Organizations need to keep up with the development of 
technologies to respond appropriately to cybersecurity 
threats.  

[31] New lightweight algorithm named enhanced 3D 
RECTANGLE, designed to deliver robust security 
for IoT applications and optimized for cell phones 
with minimal memory usage, low power 
consumption, and efficient performance.  

improves the RECTANGLE algorithm through the use of a 
composite S-Box and 3D shift rotation techniques  
 

[32] Application of information technology using 
multiple devices such as smartphone devices and 
personal computers to farmers and herbal plant 

The modules providing the users to access accurate, 
transparent and accountable reports regarding to national 
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entrepreneurs, to improve the conditions and 
capabilities of processing herbal plants into a 
profitable business in terms of costs and 
technological efficiency.  

health requirements at the provincial government of 
Indonesia  
 

 
4. CyberShield Framework: Attacks and Defense Modelling for Cybersecurity in IoT 
 

The Internet of Things (IoT) has embarked on a transformative journey that promises to reshape 
how we live, work, and interact with the digital world. As IoT technologies proliferate across diverse 
domains, the benefits of enhanced connectivity, automation, and data driven. Critical sectors in IoT 
environments include healthcare, transportation, energy, manufacturing, smart cities, and 
agriculture, each facing unique threats such as data breaches, vehicle hacking, infrastructure attacks, 
and supply chain vulnerabilities. The key threat dimensions encompass data security, device 
vulnerabilities, network security, supply chain risks, privacy concerns, and physical security. 
Understanding these sectors and their associated threats is essential for developing targeted security 
strategies to protect IoT systems and data. In this section we propose the defence modelling for 
cybersecurity threats in the IoT framework as shown in Figure 3 include implementing robust 
authentication and access control measures, such as multi-factor authentication and role-based 
access, to ensure that only authorized users can interact with devices. Regular firmware updates and 
patches should be enforced to address vulnerabilities promptly, while strong encryption protocols 
safeguard data in transit and at rest. Network segmentation can limit the potential impact of a 
breach, and intrusion detection systems (IDS) can monitor traffic for anomalies. Additionally, 
fostering a security-aware culture through user education and incident response planning is essential 
for maintaining resilience against evolving threats in IoT environments. Implementing these 
strategies can significantly enhance the security posture of IoT systems and reduce the likelihood of 
successful cyberattacks. 

 

 
Fig. 3. CyberShield Framework: Attacks and Defense Modelling for Cybersecurity in IoT 
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i. Device Authentication  
Implement strong authentication mechanisms for devices to prevent unauthorized access. Use 
techniques like digital certificates, public key infrastructure (PKI), or two-factor authentication 
(2FA). 

ii. Data Encryption 
Encrypt data at rest and in transit to protect sensitive information from interception. Use 
robust encryption standards (e.g., AES, TLS) to secure communications. 

iii. Regular Software Updates 
Ensure that IoT devices receive regular firmware and software updates to patch vulnerabilities. 
Automate updates, when possible, to minimize security risks. 

iv. Network Segmentation 
Use network segmentation to isolate IoT devices from critical systems. This can limit the impact 
of a breach and reduce the attack surface. 

v. Access Control Policies 
Implement strict access control policies that limit user privileges based on the principle of least 
privilege (PoLP). Regularly review and update access rights. 

vi. Intrusion Detection and Prevention Systems (IDPS) 
Deploy IDPS to monitor network traffic and detect suspicious activities in real-time. Use 
machine learning algorithms to enhance detection capabilities. 

vii. Anomaly Detection 
Utilize machine learning techniques to establish baselines of normal behavior for IoT devices 
and detect anomalies that may indicate a security breach. 

viii. Secure Boot and Trusted Execution Environments (TEE) 
Use secure boot processes to ensure that only authorized firmware is loaded during device 
startup. TEEs can protect sensitive data and code from unauthorized access. 

ix. User Education and Awareness 
Educate users about IoT security risks and best practices. Awareness can help mitigate risks 
associated with social engineering and poor security hygiene. 

x. Incident Response Planning 
Develop and maintain an incident response plan specifically tailored for IoT environments. This 
should include procedures for detection, containment, eradication, and recovery. 

xi. Decentralized Security Approaches 
Explore blockchain-based solutions for device authentication, data integrity, and secure 
communications, enhancing resilience against attacks. 

 
5. Conclusions 
 

The Internet of Things (IoT) has embarked on a transformative journey that promises to reshape 
how we live, work, and interact with the digital world. As IoT technologies proliferate across diverse 
domains, the benefits of enhanced connectivity, automation, and data-driven insights are 
undeniable. This research aims to contribute to the field of IoT cybersecurity by providing a 
comprehensive framework for understanding and mitigating cyber threats specific to IoT 
environments. By focusing on attack categorization and defence modelling, the study will address 
the critical need for tailored security solutions in the rapidly expanding IoT ecosystem. The findings 
are expected to offer valuable insights for researchers, developers, and policymakers in enhancing 
the security posture of IoT deployments. The urgency of addressing these threats cannot be 
overstated, as recent incidents and cyberattacks have illustrated the real-world consequences of IoT 
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vulnerabilities. IoT cybersecurity is not a static destination but an ongoing journey demanding 
perpetual vigilance and adaptability. The knowledge and insights shared in this research aim to equip 
stakeholders from academia, industry, and policymaking with the tools and understanding needed 
to fortify the integrity and resilience of IoT ecosystems. In the interconnected world we envision, 
where the Internet of Things plays a vital role, we must stand together to safeguard the promise of a 
secure connected future. The key points discussed in the review paper on IoT cybersecurity threats 
emphasize the need for proactive measures and collaboration in addressing these challenges. 
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