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The rising frequency of flash floods due to climate change demands efficient detection 
systems to reduce their impact. This study presents the "Early Flash Flood Detection 
System Using Machine Learning Algorithms," which integrates IoT sensors and 
machine learning for accurate, real-time flood prediction. Developed with Agile 
methodology, the project utilized key technologies like Flutter and TensorFlow to 
enhance functionality and user engagement. Testing showed 72% prediction accuracy, 
demonstrating the system's potential as a scalable solution for disaster management, 
advancing public safety, and fostering resilient communities. 
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1. Introduction 
 

In the days where flash floods are becoming more common, particularly in locations prone to 
such catastrophes marked by quick onset and strong rainfall, sophisticated early warning systems are 
critical. This requirement prompted the creation of the "Integrating IoT Sensors and Machine 
Learning Algorithms for Early Flash Flood Detection System" project. The project's primary goal is to 
shift the paradigm of flash flood detection and response. It strives to improve early warning 
capabilities by implementing advanced, software-centric technologies. The project strategically 
integrates the real-time data collection capabilities of Internet of Things (IoT) sensors with the 
analytical complexity of machine learning algorithms. The goal is to create a more proactive and 
efficient framework for reducing the effects of flash floods. This effort aims to provide communities 
with timely and precise notifications, allowing for proactive steps in the face of impending flood 
hazards.  
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Second It combines cutting-edge technology innovation with comprehensive data analysis, 
establishing a new standard in catastrophe planning and response. The importance of early flash 
flood detection cannot be emphasized in a world where climate change is increasing the frequency 
and intensity of extreme weather occurrences [17]. In the face of this unrelenting natural force, the 
"Integrating IoT Sensors and Machine Learning Algorithms for Early Flash Flood Detection System" 
project stands as a beacon of hope, poised to improve our preparation, protect sensitive regions, and 
save lives. 

 
1.1 Importance of the Project 

 
The significance of this effort cannot be emphasized in today's world, when the effects of climate 

change are becoming increasingly apparent. Flash floods, with their unpredictable and destructive 
character, pose a serious threat to populations and infrastructure. This project's revolutionary 
approach, which combines technology and data science, has the possibility of producing a game-
changing solution that goes beyond the constraints of traditional flood detection systems. 

This project aims to create a cost-effective and highly efficient technique of early flash flood 
detection by using sophisticated technology and embracing cutting-edge approaches. The potential 
consequences of its success are far-reaching, since it can revolutionize how vulnerable areas prepare 
for and respond to flash flood catastrophes. Because of the innovative efforts of this endeavor, lives 
can be saved, property damage may be avoided, and resources can be deployed more effectively. 

Furthermore, the initiative has substantial instructional and research implications at UTM. Using 
this system, students and researchers may obtain hands-on experience with modern IoT and machine 
learning technologies, leading to a better understanding of their applicability in real-world 
circumstances. This will not only improve the academic curriculum, but also establish UTM as a leader 
in environmental technology and disaster management research. 
 
1.2 Analysis on Current System and Comparison 
 

While digital marketing has its advantages, it is important to emphasize specific issues in the field 
of flash flood detection systems. The problems and complications of flood detection are dissimilar 
from those of marketing strategies. Nonetheless, there are some commonalities. These technologies 
necessitate a greater emphasis on accuracy, extensive interaction options, and a simple way of 
measuring their efficacy, similar to the insights acquired from ad campaign analytics. There is no 
space for complacency in the realm of flood detection, since the repercussions of mistakes may be 
catastrophic. The constant vigilance required in flood detection systems contrasts sharply with the 
24-hour availability of digital marketing. In summary, the flood detection arena is unforgiving, and 
sustaining data monitoring and publishing processes is critical, even in the face of unforgiving 
competition. 

Many present flood detection systems rely on significant physical infrastructure, such as water 
level monitors and rain gauges, which are frequently costly to construct and maintain. These systems 
often require extensive personal intervention to assure data quality and system performance. This 
reliance on physical infrastructure and manual processes can cause delays in data collecting and 
processing, reducing the timeliness and efficacy of flood warnings. Furthermore, the high expenses 
of implementing and maintaining these systems might be prohibitive for many communities, 
particularly those in underdeveloped countries. 

Technological advancements have resulted in increasingly automated and advanced techniques 
to flood detection, which include Internet of Things (IoT) devices and machine learning algorithms. 
However, these contemporary systems confront several obstacles, such as the necessity for constant 
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data communication and the difficulty of integrating numerous data sources. Furthermore, there are 
worries regarding the accuracy and dependability of data acquired by IoT devices, especially in severe 
environments. These concerns underscore the need for continued research and development in 
improving the robustness and reliability of automated flood detection systems. 

To provide insight on existing practices, a localized study of flood detection apps is conducted, 
like the method used in navigation apps such as Waze. The WeatherNow app and Waze are two of 
the apps that have been scrutinized [12. While these apps are like travel apps in that they give listings 
of active flood detection programs, none of them provide detailed restrictions and amounts related 
with these campaigns. In the context of public safety, it is critical to resolve these disparities and 
ensure that the greatest number of participants are well-informed. 

Aside from the lack of standardized data gathering criteria, the advantages of digital marketing 
echo inside flood detection systems. These advantages include not just the transmission of essential 
information, but also the collecting of data from concerned individuals. The simplicity with which 
data may be collected from consumers has the potential to improve flood prediction systems. User 
demographics such as gender, age, hobbies, geography, and preferences can be extremely useful in 
developing flood detection algorithms. 
 
1.3 Comparison between existing system  

 
The process of evaluating and contrasting existing systems plays a pivotal role in enhancing the 

efficacy of our flash flood detection system. System analysis, in this context, involves meticulous data 
collection, problem identification, and the dissection of system components to elucidate their 
objectives. 

This comparative research shows commonalities between two popular apps: WeatherNow and 
Waze. Despite their diverse primary tasks, both programs exhibit basic ideas and characteristics that 
are relevant to the flash flood detection system now under development. These shared 
characteristics include campaign listings, incentive structures, and user profiles, all of which are 
critical components of the proposed flash flood detection architecture. Table I compares the systems, 
including descriptions and limits, to help readers understand their functionality and potential areas 
for development. 
 

Table 1 
Comparison of the features between 2 existing system 
Application Description Limitations 
WeatherNow • WeatherNow offers an easy-to-use platform 

for obtaining flood detection features. 
• User registration has been simplified, allowing 

for simple sign-up without the need for vehicle 
details. 

• The app's vast coverage across many locations 
increases brand exposure and familiarity. 

• Limited sign-in choices (such as 
Facebook or Apple ID) may limit user 
access. 

• There is no guarantee that regional 
users will be interested in promoted 
brands. 

Waze • Waze takes an all-encompassing approach, 
allowing users to report and access specific 
flood-related information. 

• Users can report flood-related occurrences 
independently, going beyond typical cars to 
encompass multiple means of transportation. 

• Some flood-related situations may not 
be widely mentioned, necessitating 
previous awareness on the part of 
users. 

• Inadequate documentation for 
calculating distances in km. 
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2. Methodology  
 

The Agile Software Development Methodology was carefully chosen as the foundation for the 
"Integrating IoT Sensors and Machine Learning Algorithms for Early Flash Flood Detection System" 
project. This purposeful choice is more than just a personal preference; it is a strategic alignment 
with the project's inherent demands and the dynamic character of its aims. Agile, with its basic 
concepts of flexibility, stakeholder engagement, and value incrementation, is particularly competent 
in dealing with the unexpected patterns and pressing needs that flash flood detection requires [1,17]. 

Unlike the classical waterfall model's linear evolution, Agile's flexible framework accommodates 
the fluidity of project requirements, making it well-suited for a system that requires real-time 
flexibility to natural occurrences. 

The project's ethos is based on iterative improvement, which ensures that each development 
cycle, or sprint, produces a more enhanced version of the system. This implies that stakeholders 
aren't just passive recipients waiting for the finished result; rather, they participate in functioning 
versions of the system from the beginning. This regular connection allows for real-time input, 
promoting a responsive and evolutionary growth process. It enables the project to pivot and adapt, 
ensuring that the product is not only a technical success but also a practical solution precisely tailored 
to the demands of the community it is designed to serve. 

 
2.1 Requirement Analysis and Elicitation  

 
This section goes into the flash flood detection system's functional needs. The services that 

the system must provide to its users are referred to as functional requirements. These 
requirements are critical in defining the system's functions and are generated using the Agile 
approach through a collaborative process including stakeholders. Figure 1 depicts the system's 
functions, while Table II has a thorough explanation of the functional requirements. 

 
Fig. 1. Use Case Diagram of Early Flash Flood Detection System 
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Table 2 
List of use cases in early flash flood detection system 
No  Use Case  Description 
1  UC001: Manage Users  

 
Admin can manage user accounts, including creation, 
modification, and deletion. 

2 UC002: Login Users (Viewer and Admin) can log into their registered 
accounts in the web version of the application. 
Application will check the validity of email address and 
password. Analyzer and Admin can log in the Android 
version. 

3  UC003: View Detailed Flood Status Analyzer can access detailed information about flood 
status, including real-time data and historical records. 

4  UC004: Generate Reports Analyzer can generate PDF reports with the current flood 
information using a dedicated button. 

5  UC005: Profile Viewers and Analyzer can view and manage their profiles, 
including personal information and settings. 

6  UC006: Registration Viewers can register for an account, providing necessary 
information for the application. 

7  UC007: View Water Levels Viewers can view real-time water levels as part of the 
flood detection system. 

8  UC008: Receive Alerts Viewers receive alerts about flood situations based on 
system detection. 

 
2.1 System Design 

 
The Model-View-Controller (MVC) architecture in Figure 2 was chosen for its established 

concepts of modularity and separation of responsibilities for designing the Early Flash Flood 
Detection System (EFFDS). The Model performs data-related functions such as simulation, 
preprocessing, and user management in this method, establishing a clear separation from the user 
interface. The View contains pages for user interaction, whereas the Controller serves as a go-
between for the Model and the View, handling user input and data flow. The modular nature of MVC 
improves system upkeep, upgrades, scalability, and extensibility. 

This structure is especially beneficial for EFFDS, allowing for easy deployment, reducing 
dependencies, and enhancing real-time data processing speed. In summary, MVC assures that EFFDS 
is a well-organized, maintainable, and scalable system that meets the needs of effective flood 
detection and response.  

 

 
Fig. 2. Architectural model of early flash flood detection system 
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2.3 System Development 
 

The technology stack utilized to create the Early Flash Flood Detection System (EFFDS) includes 
the Flutter framework and Firebase backend services. The Flutter framework was chosen for its ease 
of development and flexibility in designing user interfaces (UI). It allows the use of a single codebase 
to build natively compiled, multi-platform applications, which can run efficiently on both Android and 
iOS devices. Flutter's core language is Dart, which provides robust tools for formatting, analyzing, and 
testing code. The framework’s fast performance ensures a smooth user experience across various 
devices. 

Firebase serves as the backend service for EFFDS. Firebase is known for its straightforward setup 
and powerful capabilities, making it an ideal choice for real-time applications. The primary 
components of Firebase used in EFFDS are Cloud Firestore, Firebase Authentication, and Firebase 
Storage. Cloud Firestore is a flexible, scalable database for mobile, web, and server development. It 
provides real-time updates, powerful queries, and automatic scaling, making it a highly supportive 
client-accessible database solution. Firebase Authentication offers several sign-in methods, including 
email and password authentication, ensuring secure access to the system. Firebase Storage is used 
for storing user-uploaded files, such as images and documents, in a secure and scalable manner. 

The architecture design pattern for EFFDS is the Model-View-Controller (MVC) pattern, facilitated 
with additional service components. This design ensures that the system is organized, maintainable, 
and scalable. The key components are the Model, which manages the data and business logic of the 
application; the View, which handles the presentation layer and displays the data provided by the 
Model in a user-friendly manner; and the Controller, which acts as an intermediary between the 
Model and the View, handling user inputs and updating the View accordingly. Service components 
include functions from additional services and packages imported, such as Firebase for database 
operations and other services. Shared components encompass widgets, dialogs, and constants used 
throughout the system to ensure consistency, maintainability, and reusability. 

To facilitate the implementation of the MVC architecture in the Flutter framework, the GetX 
package is used. GetX provides state management, route management, and dependency injection, 
enabling efficient interaction between the Controller and the View layers. Firebase integration 
involves setting up the service configuration and adding the Firebase Software Development Kit (SDK) 
to the project. This setup allows the application to communicate seamlessly with Firebase services. 
The Firebase Authentication service is used to manage user accounts securely, storing user 
credentials (email and password) for login purposes. Cloud Firestore is utilized as the main database, 
providing real-time data synchronization across connected devices. Firebase Storage is employed to 
store files uploaded by users, such as profile pictures and other documents. 

 
3. Early Flash Flood Detection System 

 
The Early Flash Flood Detection System (EFFDS) includes main functions such as User 

Authentication Module, Flood Status Module, Alerts Module, and Report Generation Module. For 
the User Authentication Module interface, users can log in, register, and edit their profile. The login 
page is shown in Figure 3. Users can enter their email and password, and then press 'Login' to access 
the system. Users can also be redirected to the register page by tapping the 'Register now' button 
and be redirected to the forgot password page by tapping the 'Forgot Password' button. depicts the 
Alerts interface. 
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Fig. 3. Login and registration interfaces 

 
For the Flood Status Module, users can view current flood conditions, including real-time data 

and historical records. This interface is crucial for monitoring ongoing flood situations and making 
necessary preparations. Figure 4 shows the Flood Status interface, providing users with clear 
information about flood conditions. For the Alerts Module, users can receive notifications about 
potential flood risks.  

This interface ensures that users are promptly informed about flood situations, enabling them to 
take timely actions to protect themselves and their properties. For the Admin Dashboard Interface, 
administrators are provided with a comprehensive view of user management and system analytics. 
This interface allows admins to perform essential tasks such as adding, editing, and deleting user 
accounts, as well as monitoring system performance and user activities. Figure 5 shows the Admin 
Dashboard interface 

 

  
Fig. 4. Flood status and alerts interfaces 
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Fig. 5. Admin dashboard interface 

 
For the Report Generation Module, analysts can create PDF reports based on current flood data. 

This function is essential for documenting and sharing flood analysis, helping stakeholders 
understand the flood situation and response actions. Figure 6 highlights the Generate Report 
interface. For the Analyzer Dashboard Interface, it offers tools for analyzing flood data and generating 
reports. This interface provides a detailed view of flood-related data and analytics, enabling analysts 
to make informed decisions based on real-time and historical data. Figure 8 shows the Analyzer 
Dashboard interface. 

 

 
Fig. 6. Generate Report Interface 

 
For the Analyzer Dashboard Interface, it offers tools for analyzing flood data and generating 

reports. This interface provides a detailed view of flood-related data and analytics, enabling analysts 
to make informed decisions based on real-time and historical data. Figure 8 shows the Analyzer 
Dashboard interface. 
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Fig. 7. Analyzer dashboard interface 

 
4. System Testing and Results  

 
The testing phase ensures the developed system fulfills user requirements and maintains high-

quality standards. The primary focus is on identifying and resolving errors while also ensuring user 
satisfaction. Two types of testing were implemented: Black Box Testing and Usability Testing. 

Black Box Testing aims to verify that the system behaves correctly based on specified 
requirements without considering the internal code, algorithms, or system architecture. Test cases 
were designed with valid, invalid, and empty inputs to verify if the results met expectations derived 
from user requirements. Prerequisites and test data were used to ensure testers performed the 
correct operations. All test results for the 16 test cases were 100% passed. Below are examples of 
Black Box Testing for the login process. 
 

 
 
 

Table 3 
UC001_01: User creation 
Test Case ID Input Data Expected Result Actual Result Pass/Fail 
TC001_01_01 User: John Doe, 

Email:john@example.com, 
Role: Viewer 

Display message "User 
successfully created" 

Display message "User 
successfully created" 
 

pass 

TC001_01_02 User: Jane Smith, 
Email:jane@example.com, 
Role: Analyzer 

Display message "User 
successfully created" 

Display message "User 
successfully created" 

pass 

TC001_01_03 User: Existing User, 
Email:existing@example.com, 
Role: Viewer 

Display message 
"Invalid email or 
password" 

Display message 
"Invalid email or 
password" 

pass 

TC001_01_04 User: Invalid Email, Email: 
invalid email, 
Role: Analyzer 

Display message 
"Error: Invalid email 
format" 

Display message 
"Error: Invalid email 
format" 

pass 
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Out of a total of 34 test cases designed for the Early Flash Flood Detection System, all 34 test 

cases were executed, with every single one passing successfully, indicating a 100% test coverage and 
pass rate. This comprehensive testing ensured that all critical functionalities, including user 
authentication, flood status viewing, alerts, and report generation, performed as expected under 
various input conditions. The detailed testing tables for login functionalities (email, password, and 
login button) showed that all expected results matched the actual results, confirming the system's 
robustness and reliability. 

The machine learning algorithm implemented in the system, specifically the Random Forest 
Classifier, was subjected to rigorous training and testing processes. The system utilized Stratified K-
Fold cross-validation to ensure robust model training and prevent overfitting. The selected model 
demonstrated strong performance metrics with an accuracy of 72%, a weighted F1 score of 0.91, a 
precision of 0.92, and a recall of 0.91. Additionally, the ROC AUC score was 0.93, indicating a high 
level of discrimination capability in identifying flood risk levels.  

The classification report provided further insights into the model's performance, showing that it 
effectively managed the different flood risk levels (low, moderate, high) with balanced precision and 
recall values. The successful implementation of these machine learning algorithms and the extensive 
testing carried out confirm the system's capability to provide early and accurate flood warnings. This 
ensures not only the fulfillment of project requirements but also contributes significantly to 
enhancing public safety and disaster preparedness. The testing procedures and results, along with 
the detailed analysis and performance metrics of the machine learning model, are documented in 
the appendices of this report for further reference. 

 

 
 

Table 4 
UC001_02: User deletion 
Test Case ID Input Data Expected Result Actual Result Pass/Fail 
TC001_02_01 Admin clicks delete button for 

User ID: 1 
Display message "User 
successfully deleted" 

Display message "User 
successfully deleted" 

pass 

TC001_02_02 Admin clicks delete button for 
User ID: 999 

Display message 
"Error: User not found" 

Display message 
"Error: User not found" 

pass 

TC001_02_02 Admin clicks delete button for 
User ID: 999 

Display message 
"Error: User not found" 

Display message 
"Error: User not found" 

pass 

Table 5 
Uc002_01: User login (Username) 
Test Case ID Input Data Expected Result Actual Result Pass/Fail 
TC001_01_01 Username: john Prompt for password Display message "User 

successfully created 
pass 

TC001_01_02 Username: jane Display message 
"Error: Username not 
found" 

Display message 
"Error: Username not 
found" 

pass 

TC001_01_03 Username: non_existing  Display message 
"Error: Invalid 
username format" 

Display message 
"Error: Invalid 
username format" 

pass 

TC001_01_04 Username: inv@lid Display message 
"Error: Invalid 
username format" 

Display message 
"Error: Invalid 
username format" 

pass 
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5. Conclusions 
 

Early Flash Flood Detection System (EFFDS) has been developed with a primary focus on 
integrating IoT sensors and machine learning algorithms to predict flash floods early. This project 
involved extensive planning, design, implementation, and testing phases to achieve its objectives. 
The major goal of the EFFDS project was to accurately predict flash floods using machine learning 
algorithms applied to generated data. This goal was realized through a thorough development 
process involving significant stakeholder engagement. Two key objectives were achieved in the first 
phase of the project: gathering and analysing stakeholder requirements and creating a system based 
on those requirements. The formation of the Software Requirement Specification (SRS) and Software 
Design Document (SDD) during the planning phase set a solid foundation for the project. The design 
process, utilizing UML, enabled a flexible and evolving system architecture. These designs were 
implemented with a focus on collaborative development and continuous integration.  

The system's functionality and integrity were rigorously tested to meet high-quality standards 
necessary for reliable flood detection. The technology stack, including Visual Studio Code, Flutter, 
Dart, Firebase, and TensorFlow, played a crucial role in the project's success. These tools and 
frameworks facilitated rapid development, seamless integration, and robust machine learning 
capabilities essential for processing and analysing data effectively. As the project moves into its 
second phase, the focus will shift to enhancing system efficiency and expanding data generation 
capabilities. The Agile methodology will continue to guide the project, ensuring responsiveness to 
new requirements and maintaining system adaptability in the dynamic field of disaster management. 
More intensive testing strategies, including automated testing, will be employed to ensure ongoing 
quality and system integrity. User feedback will be crucial in guiding future development cycles. 

The EFFDS project has successfully met its objectives and requirements, providing a reliable and 
efficient system for early flash flood detection. The system is expected to play a significant role in 
improving disaster preparedness and response, contributing to safer and more resilient 
communities. While the current system is well received by users, there is room for further 
enhancement. Future improvements could include additional features such as direct communication 
tools, more comprehensive navigation aids for users, and better data management capabilities for 
collaborating companies. These enhancements will help ensure the system remains effective and 
user-friendly, further aiding in disaster management efforts.  
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