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protect sensitive information has never been more critical. This research primarily
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focuses on the exploration of steganographic techniques that not only safeguard the
confidentiality of data but also maintain its integrity, thereby ensuring the data
remains unchanged and secure from tampering. Additionally, the paper investigates
the application of these methods in copyright protection and covert communications,
highlighting their significance in the digital era. Through a comprehensive analysis of
modern steganographic techniques, this study evaluates their advantages and
disadvantages, along with their practical applicability in various information security
tasks. The findings underscore the growing relevance of steganography in the face of
increasing digital communication, offering insights into its role in military, diplomatic,

Keywords: and commercial domains. By examining digital watermarks and other steganographic
Digital steganography; digital tools, this work contributes to the ongoing discourse on digital privacy and security,
watermarks; integrity; covert presenting a nuanced understanding of how hidden data can be effectively embedded
communications; confidentiality within digital files for protection against unauthorized access and use.

1. Introduction

Modern computer data processing technologies have significantly increased the level of
information security due to the deep integration of cryptographic tools into information systems. As
you know, in contrast to cryptographic information security [1,2], steganographic means first try to
hide the very fact of the existence of confidential information. Steganographic methods that hide
information in the streams of digitized signals and implemented based on computer technology and
software are the subject study of digital steganography [3,4].
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The relevance of the study of steganography is constantly growing because, with the spread of
personal computers, and especially the Internet, the ability to transfer confidential information
attracts the attention of a significant number of people. Most theoretical and practical research in
the field of steganography is devoted to the development of new and improved existing methods of
data concealment [6-8]. The purpose of this work is to study modern steganographic methods,
analysis of their advantages and disadvantages, aspects of their practicality application.

2. Steganography and Digital Watermarks

Digital steganography is a direction of classical steganography, which consists of the
implementation of additional information in digital objects (containers), causing some distortion of
these objects. This technology is designed to organize a secret relationship, which is a classic task of
steganography, but recently it is also used for protecting intellectual property. One of the most
effective technical means of protection multimedia information and is to embed in the protected
object, invisible digital watermarks (IDW). Unlike ordinary paper watermarks, IDWs can be not only
visible but also generally invisible. IDWs are analyzed by the special decoder, which decides on their
correctness. IDWs may contain some code, owner information, or any other information [3-6]. The
main difference between the problem of hidden data transmission and the problem of embedding
the IDW is that in the first case the Unauthorized person must guess about the existence of the
hidden message, while in the second case, its existence may not be hidden [7].

3. Application of Steganography Methods for Various Information Security Tasks

Traditionally, interest in steganographic methods has been manifested in the military and
diplomatic circles, because until recently the term "steganography" meant only the covert
transmission of information. Today, this technology is used in other areas of activity related to
information security. Steganographic methods that allow hiding files of various formats, IP packet
headers, text messages, and digital media data [8-10].

Table 1

Shows several problems that solve steganographic methods

I Areas of Application of Steganography I
ICopy Protection - E-commerce I
I - Copy control (DVD) I
IMuItimedia Distribution Information - Multimedia distribution information I
IAuthentication - Video surveillance systems I
I - Voice mail I
I - E-confidential office work I
IHidden Documents - Medical pictures I
I - Cartography, multimedia databases I
IHidden Connection - Military and intelligence applications I

Table 1 outlines a range of application areas where steganography, the practice of concealing
information within another non-secret medium, can provide solutions to various challenges. The
table is divided into distinct areas where steganographic techniques are commonly applied,
demonstrating the technique's versatility.
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e Copy Protection: In the domain of e-commerce and digital media, steganography helps protect
copyrights by embedding unique information within digital products, like e-books or music files.
This can prevent unauthorized copying or distribution. For instance, a steganographic method
might hide data within the tracks of a DVD that identifies the original purchaser or source, thus
discouraging piracy and aiding in tracking down pirated copies.

e Multimedia Distribution Information: Steganography can embed information into multimedia
content distributed via platforms such as video-on-demand services. This embedded information
can serve as digital watermarks to track distribution, verify authenticity, or manage digital rights,
ensuring content producers receive due credit and compensation.

e Authentication: In surveillance systems, voice mail, and e-confidential office work, steganography
adds an additional layer of security. It can embed authentication codes or watermarks within
audio, video, or document files, which can verify the source and integrity of the data, ensuring
that it has not been tampered with during transmission or storage.

e Hidden Documents: In medical imaging, steganography can conceal patient data within the image
itself, ensuring privacy and confidentiality while maintaining quick access to vital information.
Similarly, cartographic data and multimedia databases can employ steganography to hide
sensitive information within maps or media files, protecting against unauthorized access or
manipulation.

e Hidden Connection: Military and intelligence applications frequently use steganography for covert
communications. Messages hidden within innocuous-looking documents or images can be
transmitted without drawing attention, allowing for the secure exchange of sensitive information
even when a communication channel is being monitored.

These examples highlight the broad utility of steganography as a tool for enhancing security and
privacy across various fields. By embedding data within digital media, steganography offers a way to
protect intellectual property, ensure the authenticity and integrity of information, maintain
individual privacy, and secure sensitive communications. Its use ranges from commercial applications
to critical national defense operations, making it a versatile and invaluable technique in the digital
age. The effectiveness of steganography lies in its ability to be undetectable under normal conditions,
thus allowing information to be hidden in plain sight. When implemented correctly, it makes the
detection and extraction of the hidden information extremely difficult without the proper tools or
keys, providing a form of security that complements traditional cryptographic methods.

Furthermore, steganography has evolved with technological advancements. Modern
steganographic techniques can handle larger amounts of hidden data with more sophisticated
embedding algorithms that make detection by steganalysis (the process of detecting steganography)
more challenging. This evolution ensures that as digital media becomes more complex and
widespread, steganography remains a critical tool for secure and private information handling in
various applications. One of the problems associated with steganography is the variety of
requirements for the system depending on the tasks it must solve. For example, the relationship
between degrees the security of the size of the secret messages will vary depending on the purpose
of the stego system [11,12]. To protect copyright, it is important that the watermark be stable before
deleting or distorting, but the amount of information it contains may be small. For covert
communication, on the other hand, the amount of information transmitted is much higher. Less
resistance to container modifications becomes important, it must be sufficient to read hidden
information. In Fig. 1 shows the relationship between the degree of security of the size of secret
message [13-16].
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Fig. 1. The relationship between the degree of security of the size of secret message

In figure 1 The graph provided represents the relationship between the size of a secret message
and the degree of security offered by steganography, which is the practice of hiding messages within
other non-secret, seemingly innocuous messages, or media.

The y-axis, labeled "degree of security," indicates the level of protection against detection and/or
deciphering of the hidden message. The x-axis represents the "size of secret message," showing that
as the size of the embedded message increases, the degree of security typically decreases.

The curve begins high on the y-axis, suggesting that smaller messages enjoy a higher degree of
security. This is likely because smaller messages are easier to hide and cause fewer anomalies in the
carrier medium, making them less detectable by steganalysis tools. As the size of the secret message
increases (moving to the right along the x-axis), the curve sharply declines and then gradually flattens
out. This indicates a rapid decrease in security for an initial increase in message size, after which the
decrease in security becomes more gradual. The point at which the curve begins to flatten marks the
threshold beyond which increases in the message size do not significantly compromise the security.
The "Safety space" delineated by the dashed line suggests an optimal range within which the size of
the secret message is both practical and secure. Beyond this safety space, the risk of detection or
deciphering increases, potentially compromising the hidden message.

This relationship is critical in steganography, as it illustrates the trade-off between capacity (how
much information you can hide) and stealth (how well you can hide it). The graph serves as a guideline
for practitioners of steganography to determine the safe limits for embedding secret messages
without raising suspicion or making it too easy for the message to be uncovered through steganalysis.

4. Analysis of Existing Steganographic Methods

Elements of the visual environment (digital images and video) are characterized by significant
redundancy of various nature:

e code redundancy, refers to the surplus coding information present in an image, which
goes beyond what is necessary for image reconstruction. In digital images, this
redundancy comes from the representation of each pixel with a set number of bits,
regardless of whether all those bits are needed to describe the color or intensity
accurately. Some pixels could be represented with fewer bits without significant loss of
quality, due to the limited sensitivity of the human eye to certain colors or changes in
luminance. By exploiting code redundancy, steganography can replace these surplus bits
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with hidden information, essentially embedding data in places where it will not affect the
perceived image quality [3,4,17-19].

¢ interpixel redundancy, arises because adjacent pixels in an image often share similar or
correlated color and intensity values. This spatial correlation leads to repetitive
information across the image. Steganographic techniques can utilize these correlations by
altering pixel values in a way that maintains their correlation with neighbors.
Consequently, even though the actual pixel values are changed to encode secret data, the
visual similarity between adjacent pixels is preserved, making the alterations
imperceptible [2, 20-24].

e Psychovisual dependence stems from the human visual system's limitations. Our eyes are
not equally sensitive to all visual stimuli; for example, they are more sensitive to luminance
changes than to color changes. Moreover, the eye's ability to discern detail is not uniform
across the visual field and diminishes in the periphery. Steganography can leverage this by
embedding information in areas of the image less likely to be noticed by the human eye,
such as in complex textures or in color variations that are less perceptible. The embedded
data is placed where it is least likely to be detected visually, taking advantage of the
psychovisual properties of human perception[25-29].

Therefore, much of the research in the field of steganography is devoted to methods of
concealment confidential messages and digital watermarks (CEl) in still images. Now there are a large
number of methods of hiding information and CEV in graphic files. Replacement methods in the
spatial domain. A classic example is the method of replacing the younger one’s bit (LSB-method),
which is because the lower bits of graphic, audio and video formats carry little information and their
change has little effect on the quality of the transmitted image or sound. This makes it possible to
use them to encrypt confidential information [30].

The main advantage of this method is the simplicity of implementation and the possibility of
secret transfer large amount of information. However, due to the introduction of additional
information is distorted the statistical characteristics of the container file and the hidden message
are easy to detect by using statistical attacks such as estimating entropy and correlation coefficients.
To reduce compromising features, require correction of statistical characteristics[31-36]. The
disadvantage of this method is also its sensitivity to digital processing operations: compression,
application of filtering, color conversion, geometric transformations, additional noise and format
change container.

In methods operating in the frequency domain, the data is hidden in the frequency coefficients
presentation of the container. For this purpose, transformations which are used in modern lossy
compression algorithms (discrete cosine transforming the JPEG standard and wavelet conversion - in
JPEG2000). Hiding information can to be carried out both in the initial image, and simultaneously
with implementation of compression of the image of the container [37-39].

It is important that there are stego systems that take into account the peculiarities of the
compression algorithm insensitive to further compression of the container. They also provide greater
resistance to geometric transformations and transmission channel detection (compared to the LSB
method), because there is the ability to vary a wide range of compressed image quality, making it is
impossible to determine the origin of distortion [40].

Broadband methods. The essence of these methods is to expand the frequency band of the signal
to spectrum width much larger than necessary to transmit real information. For There are two ways
to expand the range: the method of direct expansion of the spectrum, using pseudo - random
sequence, and the method of abrupt frequency readjustment. At this useful information is
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distributed over the entire range, so when the signal is lost in some frequency bands in other bands
there is enough information to restore it.

The principle of operation of broadband methods is related to the problems solved by stego
systems:

try to "dissolve" the secret message in the container and make it impossible detection [41].
Because the signal is distributed across the spectrum, it is difficult to isolate. This is essential the
advantage of these methods, as well as resistance to accidental and intentional distortions. That's
why they are used in communication technology to ensure high noise immunity and complexity of
the process interception and detection. Instead, the disadvantage is the possibility of stego analysis
due to digital processing using noise-cancelling filters[8-12, 30, 37-40, 42-46]. Statistical methods
hide information by changing some statistics image properties. For example, the idea of the
Patchwork algorithm is based on the assumption that pixel values are independent and evenly
distributed. This generates a secret key for initialization of the pseudo-random number generator,
which indicate the place in the image where watermark bits are entered. To do this, in accordance
with the key, select n pairs of pixels (ai, bi) in which the brightness value changes as follows:

_ (1)
a=ai+1,b=»bi+1

When selecting a watermark, the amount is calculated:

=Y (a-m @
i=1

If Sn is significantly different from zero. Present the method provides high resistance to digital
processing operations, and the difficulty of detection hidden data without the corresponding secret
key. Thus, the results of the study show that the reliability of replacement methods in spatial area
depends on the level of frequency distortion of the container. However, they are providing high
speed and a significant amount of embedded data, so it is advisable to use when sending hidden
messages. Methods operating in the frequency domain are available more resistant to distortion and
digital processing operations but can hide less amount of data [47-55]. The presence of a secret key
in broadband and statistical methods that use pseudo-random encoding, increases their reliability.
And the distribution of hidden bits on throughout the container causes high resistance to accidental
and intentional distortions that is taken into account when building a CEC.

5. Conclusion

In conclusion, the exploration of steganographic techniques presented in this paper illuminates
the increasingly crucial role of data protection in the digital domain. As the sphere of digital
communication expands, so too does the necessity for stringent security measures to shield sensitive
information from unauthorized access and manipulation. This study delves into the intricate
mechanics of digital steganography, highlighting its profound significance in maintaining the
confidentiality and integrity of information. Steganography by its very nature, is designed to cloak
the presence of confidential data, offering a covert channel within various digital mediums. This
research has comprehensively analyzed contemporary steganographic methods, scrutinizing their
strengths and weaknesses, and assessing their practical utility across a myriad of information security
tasks. It is evident from the findings that steganography has evolved to become an indispensable tool
in the arsenal against digital threats, finding its place in military, diplomatic, and commercial realms
alike.
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Through the application of sophisticated embedding algorithms, modern steganography can
accommodate larger payloads of concealed data, while simultaneously challenging detection
techniques known as steganalysis. The integration of these advanced methods underscores a key
advantage of steganography: its ability to adapt and remain effective amid the complexities of
modern digital media. Moreover, this paper has also highlighted the diversity of steganographic
applications, ranging from copyright protection to covert operations, underscoring its adaptability
and broad relevance. The balance between the size of the hidden message and the degree of security
is a nuanced aspect of steganography that has been explored. The research identifies a "safety space"
where the embedded message remains both practical and secure. This trade-off is central to the
design of effective steganographic systems, where the objective is to maximize the capacity of the
hidden information while minimizing its visibility and susceptibility to detection. The discussion
within this paper also considers the implications of steganographic methods in various scenarios,
such as the stability requirements of watermarks for copyright protection versus the larger
information quantities needed for covert communication. This dichotomy emphasizes the need for
bespoke steganographic strategies tailored to specific use cases. In light of the aforementioned
considerations, it is clear that steganographic techniques play a pivotal role in fortifying digital privacy
and security. The ongoing evolution of these techniques, alongside a nuanced understanding of their
application, ensures that steganography remains a formidable, albeit invisible, guardian of
information in an era where data breaches and cyber threats are omnipresent. As the landscape of
digital communication continues to shift, the adaptability and ingenuity of steganographic practices
will remain at the forefront of safeguarding information integrity and confidentiality.
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