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few decades, image encryption based on a single chaotic map has been a common
technique in encrypting images. However, there are still unauthorized interceptors
who illegally access and obtain the private information of the image. With that being
the case, an encryption method that applies more than one chaotic system will
contribute to creating a more complex relationship between the original and
encrypted images, making it challenging for unauthorized individuals to decipher or
extract the original content of the image without the appropriate decryption key. In
this study, two chaotic maps, 3D Lorenz Map and 3D Chen system, are applied to
Keywords: generate random cryptographic keys for encrypting color images using permutation
and diffusion mechanisms. The proposed algorithm that employs two chaotic maps is

Chaos; Image encryption;
proven to be an effective system that achieves excellent results in security.

permutation; diffusion; security

1. Introduction

In this digital era, where the world is revolving around the advancement of technologies and
people are transmitting information over the network boundlessly, cryptography has become an
indispensable element in protecting online users’ privacy and securing the confidentiality of their
information. The choice of proper encryption and decryption theme can save more amount of time
and is invulnerable both to noise-based attacks and hacking instances [1]. The role of cryptography
becomes more crucial recently for providing robust security including in 10T devices [2]. Cryptography
is used to secure the confidentiality and authenticity of data during communication by converting
original readable text into secret text that can only be recognized by authorized and intended
receivers. Not only do text messages and banking information need to be encrypted, but digital
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images that are also very important to be kept safe from unauthorized users who want to discover
the original image without the owner’s consent [3].

Chaos theory is a mathematical theory that was officially discovered and founded by Edward
Lorenz in the 1960s, despite the term “chaos” being given by the mathematician named James Yorke
in 1975 [4]. Lorenz discovered the phenomenon of “sensitive dependence on initial conditions” or
can be also known as the “butterfly effect” when he found out that small changes in behaviour could
cause catastrophic impacts in the resulting weather output that was exhibited in the computer
weather system.

In general, chaos theory can be defined as a stochastic phenomenon of a deterministic dynamical
system that develops randomness, nonlinearity, and unpredictability of events that could be sensitive
to initial conditions. Chaotic dynamics has sparked a lot of interest in mixing equipment and other
process equipment both experimentally and numerically. In chaos theory, chaotic mixing is a process
by which flow tracers develop into complex fractals under the action of a fluid flow [5]. Chaos theory
is advantageous in image encryption due to its main properties such as ergodicity, pseudo
randomness, control parameter, dynamic and deterministic nature, bifurcation complexity, and also
its sensitivity to initial starting conditions [6]. By using a chaotic map in an encryption scheme, it
would be much more challenging for the third party without the secret key to crack the code and
decrypt the cipher image due to the high randomness and unpredictability properties in the chaos
theory.

In the past few decades, image encryption based on a single chaotic map with a small key space,
for instance, a one-dimensional chaotic map, has been a common technique in encrypting images.
However, there are still unauthorized interceptors who illegally access and obtain the private
information of the image. This certainly tells us that the proposed image encryption algorithms by
using chaotic systems with lower dimensionality are not sufficient to provide high security in securing
the privacy and secrecy of image data, despite its implementation being much simpler and
uncomplicated.

In this paper aims to propose a newly chaos-based encryption algorithm which is developed based
on the combination of the three-dimensional Lorenz and Chen chaotic maps for encrypting colour
digital images. By combining both chaotic maps, the proposed method demonstrates notable
enhancement specifically on the level of security of colour image information. Our experimental
outputs showed significant increment in randomness and irregularity using multiple three-
dimensional chaotic maps.

1.1 Lorenz Map

The Lorenz chaotic map that acts as one of the high-dimensional chaotic maps exhibits more
complex chaotic dynamics and generates a higher number of chaotic sequences as compared to
chaotic systems with lower dimensions. The system was first introduced by Edward Lorenz in the
1960s as stated in the study [7].

Fu et al., [8] suggested a symmetric image encryption algorithm on grayscale images based on a
chaotic baker map and Lorenz chaotic system. The authors applied the discretized baker map and
conventional three-dimensional Lorenz system for confusion and diffusion phases to reduce the
correlation among image pixels. The Lorenz system showed a significant encryption effect as it has
complex dynamical properties and more state variables compared to other one-dimensional chaotic
maps. The proposed system with higher randomness and larger key space proved that the encryption
algorithm could provide high security for the image encryption system.
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In the previous study conducted by Zhang [9], a grayscale image encryption that involved the
application of a two-dimensional discretized Arnold cat map for the permutation stage and the
hyperchaotic Lorenz system for the diffusion stage is proposed. In the diffusion stage, the key streams
from each iteration in the system were rearranged following the previous plain pixel. This resulted in
high security against powerful plaintext attacks as the quantified key streams were related to the
plain image other than the secret keys.

Zhou and Li [10] presented a quantum image encryption algorithm on grayscale images based on
Lorenz hyperchaotic system. There were two main parts in the encryption process where the first
part used a pseudo-random sequence generated from the Lorenz hyper-chaotic system to scramble
the image position information, while the second part of the encryption involved using hyperchaotic
sequences to diffuse and confuse image pixels for colour information replacement.

1.2 Réssler Map

The Rossler system is a three-dimensional chaotic system that was introduced by Otto Rdssler in
the 1970s. Hamza and Omer [11] proposed a grayscale image encryption system based on symmetric
stream cipher Rivest Cipher 4 (RC4) and the Rossler chaotic system. The algorithm started with an
image encryption process using RC4 where the original grayscale image was encrypted using the
encryption key. The encryption key was also used to generate initial conditions for Rossler attractor
where the encrypted image was then used as an input for the Réssler chaotic system to create a two-
dimensional array of random values. The proposed method proved to be a good encryption method
that was sufficient to resist some known attacks such as differential attacks, statistical attacks, and
brute-force attacks.

In the paper proposed by Abundiz-Pérez et al., [12] a highly secure fingerprint encryption scheme
using the hyperchaotic Réssler map was proposed to protect the secrecy of the biometric system.
The pseudorandom sequences generated from the hyperchaotic Rossler were used to diffuse and
permute the image pixels for the encryption process, and to inverse diffuse and inverse permute to
obtain deciphered images. The proposed scheme resulted in high security especially when the
authors conducted an experiment by omitting the permutation stage to find out if the plain image
can still be encrypted. Besides, the authors also stated the pros of using this algorithm which include
there is a low correlation of pixels, uniform distribution histograms, and high speed of encryption
with high security.

1.3 Chen System

The Chen attractor that exhibits complex chaotic behaviours like other high-dimensional chaotic
systems was proposed by Chen in 1999 [13]. Xu et al., [14] presented a colour image encryption
scheme based on the bit plane and Chen chaotic system that gives the benefit of reducing
computational complexity while providing a better encryption effect. In this approach, the logistic
chaotic sequences that were generated from the combination of the logistic chaos system and the
Chen chaos system shuffled and scrambled the bit plane of the image internally to reduce the
computational complexity of the image encryption process. The pixel bit-plane internal scrambling
method allowed the encryption of higher four-bit planes and lower four-bit planes, making the
encryption scheme more resistant to attacks. The overall algorithm is said to have proven a good
encryption scheme that gives high-security properties with a low computational complexity of
encryption.
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In the previous study [15], the researchers proposed grayscale image encryption that involved the
use of hyperchaotic multi-attractors Chen system with time delay (HCMACS-TD). In contrast with the
ordinary Chen system, HCMACS-TD had higher sensitivity key space and a larger chaotic parameter
range. In this approach, the chaotic sequences generated from HCMAS-TD were used for the
confusion stage for the pixels scrambling process and multi-shift cipher function to complete the
encryption of the shuffled image. The paper also stated that the use of HCMACS-TD in the algorithm
gave the key space potentially unlimited dimensions. The large key space of the system contributed
to an excellent performance in the system in resisting burst attacks such as differential attacks, noise
attacks, and statistical attacks.

1.4 Chua’s Circuit

The double-scroll system, also known as Chua’s circuit, is also one of the high-dimensional chaotic
maps that exhibit complex chaotic behaviours with sufficient number of parameters. Arpaci et al.,
[16] suggested a new colour image encryption and decryption algorithm by using a modified Chua’s
circuit (MCC) that exhibits a hyperchaotic character due to its double frequency feature to generate
pseudorandom numbers for the encryption process. The researchers carried out several
experimental tests to test the security level of the algorithm such as speed analysis, correlation
analysis, differential analysis, and information entropy analysis. The results proved that the algorithm
was an effective encryption method that provided sufficient security and secrecy to the system with
speedy execution.

Luoetal., [17] proposed a robust image compression-encryption scheme on grayscale images that
utilized Chua’s circuit and logistic map together with the threshold processing of local binary patterns
(LBP) to generate pseudorandom sequences for diffusion process. Besides reducing the amount of
data during transmission process, the proposed algorithm also proved to be a secure chaos-based
algorithm that has high robustness against all kinds of attacks, such as differential attacks, statistical
attacks, or even shear and noise attacks.

Al-Musawi et al., [18] studied an image encryption system using masking technique based on Chua
chaotic system that acts as a chaotic noise generator in the proposed scheme. The algorithm was
tested by using a field programmable gate array (FPGA) device with the help of the Xilinx System
Generator (XSG) tool. The proposed algorithm served as an effective chaos-based grayscale and color
image encryption method for secure communication as it exhibited chaotic behaviours that yield
unpredictability and randomness, thus improving the security of the system.

1.5 Summary

The chaos system is widely used in image encryption schemes due to its random-like nature,
making it harder to break without a correct encryption key. From the studies of each conventional
three-dimensional chaotic map, the Lorenz map and Chen system are mostly applied in the proposed
encryption scheme. This is simply because the Lorenz system and Chen system that give complicated
chaotic properties are more preferrable over Rossler model that has less complex dynamic
behaviour. In addition to that, the implementation of Chua’s circuit mostly depends on the
hardware, which is not compatible with the proposed encryption scheme. Hence, only Lorenz and
Chen systems will be considered in the encryption algorithm. With the increasing complexity and
randomness in the system, the algorithm is believed to achieve an excellent performance in terms
of security.
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2. Methodology
2.1 Generation of Lorenz Chaotic Sequences

The first stage involves generating secret keys and chaotic sequences by using two high-
dimensional chaotic maps, which include the 3D Lorenz chaotic system and 3D Chen chaotic system.
Chaotic maps would generate a sequence of values that exhibit complex, inconstant, and
unpredictable behaviours. The sequence of values generated is often referred to as a chaotic
sequence or a chaotic signal. Since there are two different chaotic systems that are of three
dimensions that will be used in the proposed encryption and decryption scheme, there will be six
different chaotic sequences, as of six different parameters will be generated in the system.

From the Lorenz system, we consider x,y and z as the state variables that evolve with the time,
and we assume that x,, y, and z, are the initial conditions, whereas «, 5, 0 € R are the control

parameters in the chaotic system.

The control parameters give specific values to achieve the Lorenz attractor, where @ =10, § = g ,
and o = 28 [19]. The defining equations of the 3D Lorenz chaotic system that will be implemented

are described as follows:

dx

e 10y — 10x, (1)
W98y —y— (2)
o = 28x—y—xz

dz 8

E =Xy — EZ' (3)

2.2 Generation of Chen Chaotic Sequences

Similar to the Lorenz system, the Chen system also consists of the state variables x,y, z € R as
well as the parameters a, 8, y € R that causes the system to develop a chaotic-like behavior. In order
to obtain the secret keys, we consider the initial conditions that need to be determined as x,, y,, Zg
€ R. As mentioned in the paper [20], the control parameters in a chaotic case give some fixed values,
where a = 35, f = 3, and y =28. The differential equations of the three-dimensional Chen chaotic
system are described as follows:

dx

e 35y — 35x, (4)
L~ _7x+ 28y — xz, (5)
dt

% =xy — 3z. (6)

2.3 Pixel Permutation

The second stage is the permutation process. During the permutation process, the positions of
image pixels are scrambled and shuffled based on the chaotic sequences derived from the Lorenz
chaotic map. The original image undergoes permutation operation to produce permuted image. The
permuted image will then be carried to the next stage to complete the encryption process.
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Fig. 1 shows the illustration of how permutation process is performed on colour images by
shuffling the positions of image pixels with separate chaotic sequences x, y, and z. From the figure,
it is shown that an original color image is split into three different color channels (R, G, and B
channels) for separate permutation process implemented at pixel-level. During the permutation
process, each image pixel is assigned a corresponding index value from the chaotic sequence. The
locations of pixels of each color component are shuffled using separate chaotic sequences generated
from Chen system. Then, the permuted images with new positions for each colour channel are
obtained.

Plain image Permuted image

P|Q|R|S T|{w|BJ|E

Tlul v iw Scrambling with x R x|alz

_“ x|y |z|a “Tale]lclu

B|C|D|E s|o|v|y
Plain image Permuted image

PIQ|R|S B|[X|A]|S

g Tlulv| iw Scrambling with y alTt|vy|o

I ﬂ x|y lz]a Tlelv]z]|e
B|C|D|E ufjc|RrR|w

Original color
image

Plain image Permuted image

PIQ|R|S X|TlQ|fzZ

Tlolviw Scrambling with z plelwla

_n X|y|z|aA “lclulo]s

B|Cc|D|E v|ieB|Y|R

Fig. 1. Permutation process on different colour channels

2.4 Diffusion

The third stage of the encryption scheme is the diffusion operation. The diffusion operation refers
to spreading the individual grayscale pixel values across the colour channel of the image, resulting in
lower correlation between pixels and increase complexity of the image data. By employing a diffusion
method using the pseudorandom sequences, the system introduces a higher level of randomness
and security.

In this stage, the diffusion process is conducted on the permuted images by using the chaotic
sequences generated from the Chen system. An exclusive-OR (XOR) operation is performed between
the values of image pixels and values of chaotic sequences, where the operation can be denoted as
(the symbol @ represents XOR):

pixel_value @ chaotic_sequence = dif fused_pixel_value (7)

After performing diffusion process on the permuted images that the positions of pixels have been
shuffled, the encrypted images will surely exhibit an even more random and chaotic behaviour. It is
said that the image contents have been shuffled and confused multiple times, hence, not only does
it prove that a higher security level can be achieved, but it also highlights the importance of
permutation and diffusion processes in an encryption scheme.
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2.5 Encryption Algorithm Design

The three stages which are generation of chaotic sequences, permutation, and diffusion, are
performed in encryption process for encrypting images.

/ Input color image with size Mx N /—

Valid input?

Splitimage into three channels

!

Obtain three grayscale images

v

Generate Lorenz chaotic sequence x, y, Z

v

Shuffle the pixel positions of each grayscale
image with Lorenz chaotic sequence

v

Generate Chen chaotic sequence x, y, Z

'

Apply XOR operation between the permuted
channels and chen chaofic sequences

v

Combine all three channels

/ Encrypted color image /

Fig. 2. Flowchart of the proposed encryption scheme

As described in Figure 2, the input of the system is an original colour image while the output is a
scrambled colour image. The image will first be split into three different colour channels and three
grayscale images will be obtained. After that, chaotic sequences x,y and z of both Lorenz and Chen
chaotic systems are generated for permutation and diffusion stages afterwards. It can be seen that
the permutation and diffusion operations are performed for each color channel and iterated by row
and column. The final encrypted image will be obtained by combining three different grayscale
images back together.

2.6 Decryption Algorithm Design

The decryption process is the inverse of the encryption process. Both processes are mutually
inverse processes. In decryption scheme, the input image read by the system needs to be a cipher

16



International Journal of Advanced Research in Computational Thinking and Data Science
Volume 1, Issue 1 (2024) 10-24

image instead of plaintext image. The input encrypted image will also be split into three different
colour channels inverse permutation and inverse diffusion purposes.

/ Input cipher image with size M x N /4—

v

No

Valid input?

Split image into three channels

v

Obtain three grayscale images

!

Apply inverse XOR operation between the
grayscale images and chen chaotic sequences

!

Perform inverse permutation on each diffused
channel with Lorenz chaotic sequences

|

Combine all three channels

/ Decrypted color image /

End

Fig. 3. Flowchart of the proposed decryption scheme

As described in Figure 3, the input of the system is an encrypted colour image while the output is
a readable original colour image. Likewise, the encrypted image of size M X N will first be split into
three different color channels and three grayscale images will be obtained. After that, inverse XOR
operation will be performed followed by inverse permutation to relocate all the pixels back to the
original positions. The final decrypted image will be obtained by combining three different grayscale
images back together.

3. Results
This section discusses how the test results are evaluated and analyzed. The selected images are
colour images that are of standard and same file types and dimensions which are PNG file format and

dimension of 512 x 512 respectively. Table 1 shows the original, encrypted images obtained from the
proposed system and existing method.
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Table 1
Output cipher images of selected input images for proposed system and existing system
E tedi i
Original image nerypred image Encrypted image

(proposed method) (existing method)
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3.1 Differential Attack Analysis

Number of Pixels Change Rate (NPCR) is used for defining the changing rate of the number of
pixels of the encrypted image while calculating the percentage difference in pixel numbers of the
encrypted image. Unified Average Changing Intensity (UACI) is used to compare the pixel values
between the encrypted images and calculate the average difference in intensity. Both metrics help
to assess the security of image encryption and evaluate the strength of the encryption scheme. The
calculation formulas are described as follows [21]:
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1 ..
NPCR = —— 311 ¥j1 D(i,j) X 100%, (8)
1 |C1(L)-C2G )|

where Eqg. (8) expresses the formula of NPCR while Eq. (9) represents the formula of UACI. In both
equations, the character M, N € N represent the dimensions of the images, with M denotes the
number of rows in the image and N denotes the number of columns in the image. The character i
and j represent the positions of pixels in the image. D(i,j) is the total number of differing pixels
between the original image and encrypted image while C;(i,j) and C,(i,j) represent the intensity
values of pixel (i,j) of the plain image and cipher image respectively. There are two conditions
where: if D(i,j) = 0, then C;(i,j) = C,(i,j); whereas if D(i,j) = 1, then C,(i,j) # C,(i, ).

Table 2

NPCR analysis results
| NPCR (%)
mage Proposed method Existing method
Lenna 99.6070 99.6059
Baboon 99.6042 99.6087
Barbara 99.6081 99.6067
Pepper 99.6168 99.5958
Yacht 99.6187 99.6138
Goldhill 99.6094 99.6077
Airplane 99.6231 99.6156
Zelda 99.6221 99.6052
Average 99.6137 99.6074

From Table 2, it can be seen that the obtained average NPCR values for both encryption methods
are greater than 99.5% which implies that a larger percentage of pixel changes between the input
image and output image, where the position of pixels has been randomly changed and shuffled.

Table 3

UACI analysis results
| NPCR (%)
mage Proposed method Existing method
Lenna 33.1496 30.3764
Baboon 29.5224 29.2634
Barbara 29.1948 29.8163
Pepper 29.0281 31.2784
Yacht 32.5116 30.9835
Goldhill 31.4649 30.6821
Airplane 31.9946 30.5892
Zelda 30.4355 30.6251
Average 30.9127 30.4518

As shown in Table 3, the UACI values are within an acceptable range, which is between 29% to
33%. This suggests that the encrypted image has larger average intensity change compared to the
original image, suggesting that the encrypted image has more visible differences from the original
image.
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3.2 Information Entropy Analysis

Image information entropy analysis is used to measure the randomness of the distribution of data
in the image, hence commonly used to measure the security level of the encryption scheme. The
image information entropy value is calculated from the aspect of the average number of bits required
to represent each symbol in the data. Consider that an image contains N different values with i
represents the pixel position within the image, the mathematical formula of the entropy, H(s) can
be expressed as follows [21]:

H(s) = = X5 p(sp) log,[p(s)]. (10)

where the set of values are represented by s;. Besides that, p(s;) represents the probability of s;
occurring in the distribution of image s.

Table 4
Information entropy analysis results

Entropy value

Image Original image Cipher image Cipher image
(proposed method) (existing method)
Lenna 6.9684 7.9993 7.9993
Baboon 7.6662 7.9992 7.9992
Barbara 7.5141 7.9994 7.9993
Pepper 7.05838 7.9994 7.9994
Yacht 7.6312 7.9992 7.9993
Goldhill 6.2138 7.9993 7.9993
Airplane 7.5267 7.9992 7.9992
Zelda 7.8141 7.9993 7.9993
Average 7.9993 7.9993

As shown in Table 4, the information entropy value of the cipher images for both proposed
encryption scheme and existing encryption scheme locate between 7.9992, 7.9993, and 7.9994, with
an average value of 7.9993. As the obtained entropy value is high and is close to the theoretical value,
it indicates that the output encrypted images appear to be random, complex, and unpredictable.
Hence, it can be deduced that both systems have high performance in terms of security as the cipher
images produced by both schemes are less predictable and contain more information.

3.3 Correlation Coefficient Analysis
Correlation coefficient analysis is used to measure the correlation of two adjacent pixels between

the input original image and the output encrypted image. To evaluate the correlation coefficients,
the following mathematical calculations can be applied [21]:

where,

£=—3 x, (12)
y=x3% v (13)
conv(x,y) =~ 2L, (x; = )y — ), (14)
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D(x) =~ 3N, (x; — 02, (15)
DG =+ T —9)?. (16)

with x, y € Z are the two adjacent pixels in the image while N is the total number of pixels chosen
from the image. From all the equations listed, Eq. (11) is the correlation between the adjacent pixels
with the symbol p, , represents the correlation coefficient. Eq. (12) represents the calculation of
convolution between the pixels x and y. Besides that, Eq. (13) and Eq. (14) denote the means of x
and y respectively, whereas Eq. (15) and Eq. (16) represent the standard deviations of x and y
respectively.

Table 5 shows the correlation coefficient between original images and encrypted images for both
proposed and existing systems.

Table 5
Correlation coefficient analysis results

Correlation coefficient

Image

Proposed method Existing method
Lenna -0.002252 0.003338
Baboon -0.003854 0.000050
Barbara -0.001908 -0.002094
Pepper -0.000473 -0.003825
Yacht -0.003714 -0.005481
Goldhill -0.001001 -0.006317
Airplane 0.000591 -0.002759
Zelda -0.002560 -0.004772

As can be seen from the experimental results, the correlation coefficients for both encryption
schemes are close to O, indicating low linear relationships between the original image and the
encrypted image, making it difficult for an observer to tell the exact information about the original
image from the encrypted one.

Nevertheless, when we compare the correlation coefficients between two different encryption
methods, it can also be seen that the correlation coefficients of the proposed system are closer to 0
compared to the correlation coefficients of the existing system. The difference between the
encryption algorithms suggests that the system with lower correlation coefficients is more resistant
and robust against visual analysis and attacks.

4. Conclusions

On a final note, the proposed chaotic-based encryption and decryption algorithm which joint the
Lorenz chaotic map and Chen chaotic map is demonstrated to be an effective system for encrypting
and decrypting colour images. The proposed scheme is also proven to have satisfied all the security
tests and analysis, thus resulting in a system that gives high performance in security and robustness
against cryptanalysis attacks. When the proposed scheme is compared to the existing method that
uses only a single chaotic map for encryption, the proposed method can be seen to produce
encrypted images that exhibit more random and complex behaviours. This shows that the proposed
system that uses more than one chaotic system for encryption is more of a better option as compared
to the encryption scheme that uses only one chaotic map as it is more secure and resistant to
different kinds of attacks.
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