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Image encryption plays a crucial role in securing sensitive visual information during 
transmission and storage. Throughout the encryption and decryption phases of 
images, the utilized ciphers exhibit substandard quality, resulting in the persistence of 
the original image. Consequently, the issues at hand stem from a deficiency in the 
quality of cipher image, thereby compromising the confidentiality level to an unsafe 
extent. This research explores the application of chaotic maps, specifically the Arnold 
Cat Map and Henon Map for the encryption and decryption of digital colour images. 
The encryption process involves applying the Arnold Cat Map and Henon Map to 
permute and diffuse pixel values, enhancing the confusion and diffusion properties 
essential for robust encryption. The study provides insights into the decryption 
efficiency and the ability to recover the original image from the ciphered version. This 
research contributes to the body of knowledge in colour image encryption techniques 
and offers a novel approach leveraging chaotic maps. The findings emphasize the 
importance of selecting suitable chaotic maps and their parameters to achieve a 
balance between security and image quality. 
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1. Introduction 

 
Data and information are considered as valuable assets nowadays. When communicated, the way 

that anybody can see the information to an outside climate is the major issue. Data the elevated 
degree of safety vital for legitimate information security and protection isn't given by cloud specialist 
organizations [1].  To provide security, encryption and authentication systems are adopted by using 
the technology in private and public-key cryptography [2]. Data and information are communicated 
in various forms, including images. 

The existence of digital images in contemporary applications, ranging from medical imaging and 
remote sensing to personal conferencing, emphasizes the importance of securing this visual data 
against unauthorized access and manipulation [3]. The exchange of information over public 
networks, such as the internet, requires the use of encryption methods to protect the confidentiality 
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and integrity of the transmitted image [4]. In the field of image encryption and decryption, the choice 
of cryptographic algorithm plays an important role in determining the security posture of the 
transmitted image. On the other hand, chaos theory is branch of mathematics with interdisciplinary 
area of scientific study that engrossed on underlying patterns and deterministic laws of dynamical 
systems that are highly sensitive to initial conditions [5]. Chaotic dynamics has sparked a lot of 
interest in mixing equipment and other process equipment both experimentally and numerically. In 
chaos theory, chaotic mixing is a process by which flow tracers develop into complex fractals under 
the action of a fluid flow [6]. 

 
 

 

 

 

 

 

Fig. 1. Chaos production where period-doubling as the parameter r increases [7] 

In cryptography, chaos theory is used for the development of deterministic nonlinear systems, 
that can be used to create random numbers for the encryption scheme based on chaotic map [8-10]. 
In this paper, we discovered the synergies between the Arnold Cat map and the chaotic Henon map, 
exploring their combined potential to improve encryption and decryption processes. The Arnold Cat 
map, known for its permutation properties, was used for confusion technique to rearrange pixel 
values, while the Henon chaotic map introduced dynamic elements to further increase the quality of 
cipher image [11]. The combination of these two chaotic Maps offers a new approach to strengthen 
the security of image encryption. By leveraging their distinctive properties, this study aims to address 
existing challenges in image encryption, such as the vulnerability of traditional algorithms to attacks 
and the need for improved visual inspection methods to assess the quality of encrypted images. 
Through these research efforts, the aim is to contribute to the advancement of image encryption 
techniques, with a particular focus on improving the quality of encryption and decryption processes. 
The combined exploration of Arnold and Henon is to achieve a robust cipher image, thereby 
improving the overall security framework for digital images in a wide range of applications. 

In the study by Jithin and Syam [12] have proposed a color image encryption algorithm by 
combining Arnold maps, DNA sequence operations and Mandelbrot sets. This encryption mechanism 
is applied separately to the three channels (RGB) of a color image with a corresponding chaotic map. 
The method was also tested and the results obtaining the cipher image has a good quality due to the 
indicated change values. Generated cipher images are unlikely to be decrypted by an attacker 
because encryption is done using a random sequence of chaotic maps and large spaces of keys can 
eliminate brute force attacks.  

In the paper Hu et al., [13], a new color image encryption based on improvements to Henon maps 
called 2D-HHMSC to improve security and efficiency has been proposed. To prevent the algorithm 
from brute-force attacks, two hash functions were used to generate the parameters and prefix values 
of the Arnold Cat map and the 2D-HHMSC that generated the main column. This method can also 
prevent against common attacks and show solidity and reliability. The increased level of security and 
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efficiency of image encryption is reflected from this method, making it suitable for use in real-world 
applications. Furthermore, Ghorbani et al., [14] has proposed a new Color Image encryption using 
Ribonucleic Acid (RNA) and Henon maps. In the permutation phase, 2D Henon maps are used to 
reshuffle pixel positions using initial values computed first by secret keys and subsequently by RNA 
recombination. Not only that, but the algorithm is also proposed and fully described in three phases, 
namely preparation, permutation, and diffusion. The results show that the proposed algorithm is 
sensitive to small changes in normal images and resistance to different attacks.  

Therefore, the cryptosystem to be used in this study is by combining Arnold Cat map algorithm 
and Henon map for the purpose of encryption and decryption of images. The Arnold Cat map is a 
chaotic model map used for confusion while the Henon map is intended for diffusion. It is because, 
confusion techniques are not safe enough as past studies have shown that the distribution of Pixels 
will be the same as the original image [15]. In addition, the use of diffusion techniques is safe enough 
based on pixel diffusion, but the resulting image still looks dim. Hence, image encryption based on 
chaotic with the combination of confusion and diffusion methods will give higher quality and has two 
layers of security. 

 
2. Methodology 
2.1 Confusion using Arnold’s Cat Map Algorithm 

 
Arnold Cat Map (ACM) is a technique that will be used for confusion regarding the encryption 

and decryption of colour images. This map was chosen because it is a chaotic model used to 
randomize the pixel positions of an image. Confusion is the first pixel manipulation process 
performed using the system encryption of this image. Mathematically, this concept works by 
stretching and distorting the square shape and then rearranging it to shape the same [16]. The 
confusion technique in the selected ACM is the purpose to change the position of the image pixels 
randomly so that it does not look exactly like the original image. It works by randomizing the position 
of the pixels without changing the Pixel value itself. This technique is applied using the following 
formula in Equation (1): 

 
!!!""!"

" = $ !!!"!"%&'	)  (1) 

At the beginning of the formation of the ACM, three parameters are required, namely, *, ,, and the 
number of repetitions, which are all positive numbers and are obtained from the compilation number 
of the secret key. It can be defined as in Equation (2): 

!!!""!"
" = -1 *

, *, + 10 !
!!
"!
"%&'	)  (2) 

where	 *, , ∈ ℝ# are parameters, 

)	 = Image size or dimension,  

3$% and 4$% = Pixel position, and 

3$ and 4$ = New pixel position. 

 
2.2 Diffusion using Henon Map Algorithm 
 

Henon maps are used to perform diffusion techniques for image encryption and decryption. The 
aim is to eliminate the correlation between the two regular images and cipher image that require no 
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change in the 1-bit regular image or at least half of the image-cipher bits should also occur changes 
[17]. It is a discrete dynamical system that shows good chaotic characteristics. Equations (3) and (4) 
define the Henon map: 

 
3$#& = 1 − 63' + 4$  (3) 
4$#& = 1 − 73$ 	 (4) 
where	 3$ and 4$ = Current point position, and 

3$#& and 4$#& = Position of the next point. 

The slightest changes that occur on and in the initial conditions will have a significant impact on the 
formed map. The classic Henon map uses values and that causes the values to be chaotic. When 
changes occur to both values, it will cause a change in the properties of the resulting map that will 
cause it to no longer be chaotic. 

2.3 Analysis Quality Image 
2.3.1 Mean Squared Error (MSE) 

MSE is the mostly deployed metric for measuring image quality. It is a full reference metric and 
values closer to zero are better. The error that occurs is due to the difference between the estimator 
and budget results. MSE for cipher image and the original image as 8(:,%) and 8<(:,%) can be 
defined as in Equation (5) [18]: 

=>? = 1
= × )A A[8<(:,%) − 8(:,%)]'

(

)*&

+

$*&
 (5) 

where	 8<(:,%) =Values of plain image, 
8(:,%) =Values of cipher image, 
= ×) = Size of plain image, 

  
2.3.2 Peak signal-of-noise-ratio (PSNR) 

PSNR is used to calculate the ratio between the maximum possible signal power and the power 
of noise that interferes and affects the quality of the image. PSNR will be calculated as the logarithmic 
term of the decibel scale because the signal has a very wide dynamic range. This dynamic range varies 
between the largest and smallest values that may change according to their quality. A higher PSNR 
value means that the data loss in the decrypted image is zero, and this indicates that the decrypted 
image is identical to the original image. This indicates the high efficiency of encryption techniques. 
The following Equation (6) is used to calculate PSNR [19]: 

 

D>)E = 10 log&, J
*KLMNLO'
=>? P (6) 

where peakVal (peak value) is the maximum in the image data. If it is 8-bit integer data, then the 
value for peakVal is 255. 

2.3.3 Structural Similarity Index Measure (SSIM) 

SSIM and it is a metric used to quantify the similarity between two images. SSIM deliberates 
luminance, contrast, and structure, providing a more comprehensive assessment of image quality 
compared to traditional metrics like Mean Squared Error (MSE). The SSIM index is calculated using 
the following formula in Equation (7): 
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>>Q=(3, 4) = (2μxμy + c1)(2σxy
2 + c2)

(μx
2 +μy

2 + c1)(σx
2 +σy

2 + c2)
 (7) 

where	 R! = the average of 3, 
R" = the average of 4, 
S!' = the variance of 3, and 

S"' = the variance of 4. 
       
3. Results  
 

In this section, we provide some experiments and tests that used as measurement objectives to 
obtain more reliable and accurate results. The tests carried out were image quality analysis, 
histogram analysis, differential attack analysis, and entropy analysis. The analysis of metric methods 
such as SSIM, PSNR and MSE used in this test aims to assess the level of cipher image quality produced 
by the proposed system. Not only that, but histogram analysis also aims to assess the quality of the 
cipher image. Histograms offer a clear visual representation of the distribution of data and help users 
quickly understand the shape, spread, and trend of the resulting data. Whereas the analysis of 
different attacks will be evaluated using NPCR and UACI tests to check the difference between plain-
text image and cipher image because small changes in plain-text image will have a significant effect 
in the resulting cipher image. Information entropy analysis, in turn, is used to measure the average 
amount of uncertainty associated with image data. An analysis of the proposed encryption and 
decryption system of images will be carefully discussed. 

 
3.1 Input Image 
 

Several images with different dimensions and sizes were used as input sample of a plain image 
that is often used in the field of image processing as in Table 1.  

 
Table 1 
Sample input image with corresponding details 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

         Image Details Image Details 
 

 

Format: PNG File 
Size: 462 KB 
Dimension: 512 x 512 

 

Format: JPG File 
Size: 41.9 KB 
Dimension: 512 x 512 

 

 

Format: PNG File 
Size: 65.0 KB 
Dimension: 512 x 512 

 

Format: PNG File 
Size: 286 KB 
Dimension: 384 x 384 

 

 

Format: JPG File 
Size: 59.5 KB 
Dimension: 512 x 512 

 

Format: JPG File 
Size: 40.5 KB 
Dimension: 800 x 800 
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Image encryption and decryption algorithms need to be tested with a variety of input images to 
ensure their effectiveness and security. Using images with different characteristics helps assess how 
well the algorithms perform under various conditions, such as different resolutions, aspect ratios, 
and colour depths. Other than that, If the image encryption and decryption system involve user 
interaction, testing with diverse sample images can help ensure a smooth user experience. Users may 
upload images of different sizes and formats, and the system should handle them seamlessly without 
sacrificing security or performance. 
 
3.2 Colour Image Encryption 
 
 This encryption and decryption process was carried out using several samples of images-ordinary 
with a square resolution. The system is capable of encrypting and decrypting various sizes and 
dimensions of images, but it is necessary that they be in a square shape. Table 2 shows the colour 
image encryption results of the proposed system. The results shown for the Arnold Chaotic images 
and Henon Chaotic images are the result of the image encryption process before the merger and 
applying XOR operation. When the two Chaotic images are combined and the XOR operation is 
applied, it will produce high-quality ciphers without the shadow of the original image as can be seen 
in Table 2.  
 

Table 2 
Sample output for colour image encryption 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The encrypted image would still be a colour image, but its content would be transformed in such 

a way that it becomes unreadable without the decryption key. This transformation could involve 
scrambling the pixel values, applying mathematical operations, or using cryptographic techniques to 
obscure the image data. The encrypted image would typically retain the same file format as the 
original image (e.g., JPEG, PNG). However, the content of the file would be entirely different due to 
the encryption process. 
 
 
 
 
 

1. Plain 
Image 

2. Arnold 
Chaotic Image 

3. Henon 
Chaotic Image 

4. Cipher 
Image 
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3.2 Colour Image Decryption 
 

Table 3 below will show the decryption results of colour images for the proposed system using 
several input image samples. The decryption process is the reverse of the encryption process, in 
which the ciphers are decrypted using the Henon map first and followed by the Arnold Cat map. The 
primary output of image decryption is the original image that was encrypted. After decryption, the 
image data is restored to its original form, and the resulting image is identical to the input image 
before encryption. 

 
Table 3 

                             Sample output for colour image decryption 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

3.3 Analysis Quality Image 
 
Tests were performed between plain image and cipher image, as well as plain image and 

decipher image as can be seen in Tables 4 and 5. The calculation of PSNR, SSIM, and MSE between 
the original image and the cipher image helps assess the quality of the cipher image and the 
effectiveness of the encryption process itself. The higher the PSNR and SSIM, and the lower the MSE, 
the better the encryption algorithm in retaining the original information during encryption. The most 
immediate aspect to assess is how the cipher image looks visually. A high-quality cipher image should 
appear as random noise or pseudo-random patterns without any recognizable structure or content. 
If the cipher image exhibits patterns or recognizable features, it might indicate weaknesses in the 
encryption algorithm. 

Table 4 
Plain image VS Cipher image 

 

 
 
 

 
 

5. Cipher Image 
6. Henon 

Chaotic Image 
7. Arnold 

Chaotic Image 8. Plain Image 
 
 
 

 

 
 
 

 

 
 
 

 

 
 
 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 
 

9. Image 10. Metric Methods 
PSNR SSIM MSE 

Lenna 11.3845 0.0197 1.0 
Baboon 11.8622 0.0186 1.0 
House 9.9071 0.0166 1.0 
Pepper 11.8825 0.0218 1.0 
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Table 5 
Plain image VS Decipher image 

 
 
 
 
 
 
 

Based on the result in Table 4 and 5, a low SSIM value compared to the original image indicates 
significant dissimilarity, suggesting effective encryption. However, if the SSIM value is unexpectedly 
high or close to 1, it may indicate potential weaknesses in the encryption process, as the cipher image 
resembles the original image too closely. Next, a high PSNR value indicates high similarity between 
the original and cipher images, which is undesirable for encryption. A low PSNR value suggests 
effective encryption, as the noise introduced by encryption obscures the original content. Lastly, a 
high MSE value suggests effective encryption, as it indicates a significant difference between the 
original and cipher images. 
 
3.4 Analysis Histogram 

 This encryption and decryption study uses histograms to make quality comparisons between the 
original image and the resulting cipher image. Through histogram analysis, the distribution of pixel 
intensity in the image can be clearly seen. A significant change in the distribution of pixel intensity 
could indicate there is an impact from the proposed encryption process. The results of the histogram 
analysis of the cipher image show a uniform distribution of the Pixel frequencies as in Table 6. An 
even distribution of pixel intensity across the histogram indicates that the encryption process has 
maintained a certain degree of randomness. This is desirable in image encryption because it shows 
the lack of visible patterns that could potentially be attacked by an enemy. The presence of noise in 
the histogram may indicate the introduction of random variations during the encryption process. 
Although some noise levels can be expected, excessive noise can affect the visual quality of the 
decrypted image. 

3.5 Analysis and Comparison 
 

The cipher images produced for the proposed system has better quality than the existing system 
as can be seen in Table 7. It is because, the visibility of the original image on the existing system 
during the encryption process of coloured images still can be seen. Some encryption algorithms may 
prioritize security over image quality, leading to perceptual differences between plain image and 
cipher image. However, it is important to make a balance between security and image quality based 
on the needs of a particular application. 

 

 

 

 

11. Image 12. Metric Methods 
PSNR SSIM MSE 

Lenna 29.551 0.9769 0.0 
Baboon 29.810 0.9826 0.0 
House 30.245 0.9778 0.0 
Pepper 29.540 0.9404 0.0 
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Table 6 
                                     Histogram for plain image and cipher image 

Image 1: Lenna 
 

 

 

 
 

 

 

 

Image 2: Baboon 
 

 

 

 
 

 

 

 

Image 3: House 
 

 

 
 

 

 

Image 4: Pepper 
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Table 7 
Comparison of cipher image between proposed system and existing system 

 

 

 

 

 

 

 

 

 

 

3.5.1 Analysis entropy 

In the context of image analysis, entropy is often used to measure the amount of information or 
randomness contained in an image. Higher entropy values indicate greater randomness in the pixel 
intensity distribution. High entropy images are difficult to predict and contain more information, 
while low entropy images have a more orderly or uniform intensity distribution. In this study, entropy 
is also used as a metric to evaluate image quality. Changes in entropy values before and after image 
processing operations, such as compression or encryption, can provide insights into the impact on 
image quality as in Table 8. It is the result for a test to compare the entropy value between the 
proposed algorithm and the existing algorithm. 

Table 8 
Entropy value for plain, cipher and decipher image 

 

 

 

 
 
3.5.1 Analysis differential attack 

 A differential attack is a type of cryptanalytic attack that exploits the difference between plain-
text and cipher-text. The objective of a differential attack is to infer information about a 
cryptographic key or encryption algorithm by analysing how differences in input (plain-text) affect 
differences in output (cipher-text). A good image encryption algorithm will produce a high NPCR 
value to ensure that most of the image is affected by encryption. At the same time, a low UACI value 
indicates that changes are not visually noticeable, contributing to the security of the algorithm. In 
this study, NPCR and UACI results were presented in percent and compared between the proposed 
system and existing system as shown in Table 9. 

Plain Image Cipher Image 
(Proposed System) 

Cipher Image  
(Existing System, [20]) 

 
 
 
 

 
 

 
 
 
 

 

 
 
 
 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

13. Image 14. Entropy Value 
Plain Image Cipher Image 

(Proposed system) 
Cipher Image 

(Existing system) 
Lenna 6.835 7.925 7.24 
Baboon 6.884 7.923 6.82 
Watch 5.642 9.106 4.25 
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Table 9 
NPCR and UACI percentage comparison between proposed system and existing system 

 
 
 
 
 
 
4. Conclusions 

 
It can be concluded that the encryption and decryption of color images using Arnold Cat's map 

and Henon's map makes it easier for recipients to receive sensitive information or image 
personalities. The system has chosen a chaotic system to overcome issues related to sensitive data. 
Thus, a system of encryption and decryption of color images based on these two Chaotic Maps was 
successfully built. Several tests and experiments were carried out, including image quality analysis, 
differential attack analysis and information entropy analysis to evaluate and measure the quality of 
the resulting cipher image to be of better quality thus enhancing system security. Encryption and 
decryption of color images using this both chaotic map is a combination of techniques capable of 
producing high-quality cipher images without the appearance of the shadow of the original image. 
Through this research, the process of encryption and decryption has been studied more closely. 
However, this study can be implemented by adding other techniques to improve efficiency in terms 
of time or using color images with various resolutions.  
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