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The security of the Internet of Things (IoT) depends on strong cryptographic functions 
that require extensive computation and resources. The security of Internet of Things 
(IoT) relies on the use of strong cryptographic functions that demand extensive 
computation and resources. Therefore, the selection of a cryptographic system is 
influenced by the computational and communicational capabilities of IoT devices, 
including their energy requirements, memory constraints, and execution time. This 
paper aims to develop a lightweight and secure encryption algorithm for IoT 
applications, focusing on advancing cryptanalysis techniques. We propose a new 
lightweight algorithm named enhanced 3D RECTANGLE, designed to deliver robust 
security for IoT applications and optimized for cell phones with minimal memory 
usage, low power consumption, and efficient performance. The RECTANGLE block 
cipher was chosen for this research due to its high efficiency and speed relative to 
other lightweight algorithms, despite some security issues. The proposed enhanced 
3D RECTANGLE algorithm improves confusion and diffusion properties through a new 
3D array block rotation method for 4x4 plaintext, based on a 128-bit key and 16 
rounds. Additionally, we designed a 4x4 composite S-Box with a Galois field pipelining 
structure, offering a more advanced solution compared to the Look-Up Table method. 
The cryptanalysis, avalanche effect, and bit error rate tests were conducted to verify 
the security strength of the proposed algorithm. The proposed algorithm was 
evaluated against two existing algorithms, RECTANGLE and Extended 3D RECTANGLE. 
The enhanced 3D RECTANGLE algorithm provides better cryptanalysis, demonstrating 
a 40% avalanche effect and achieving a bit error rate (BER) of 31%, indicating its 
greater effectiveness compared to the other two lightweight algorithms. 
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1. Introduction 
 

A broad range of networking and mobile communication systems have become essential in 
modern society and interact with the world around us. Their ongoing development and integration 
into various aspects of daily life are expected to change future society [1]. The Internet of Things (IoT) 
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is a broad range of applications enabled by connecting devices such as sensors, actuators, and 
monitors accessible through the Internet and cell phones. Cryptography provides the foundation for 
secure communication systems by safeguarding data confidentiality, integrity, authenticity, and non-
repudiation [2]. The traditional cryptography solutions focus on providing high levels of security but 
pay no attention to the constrained device requirements. Moreover, the explosion of Internet of 
Things (IoT) devices will make cryptography even more crucial. Therefore, robust and efficient 
cryptography solutions are essential for the upcoming years to safeguard this ever-expanding 
network. 

Lightweight cryptography (LWC) is a research field that focuses on designing schemes for devices 
with constrained capabilities in power supply, connectivity, hardware, and software. The wide-
ranging IoT applications are becoming potential and popular because of their easy data collection 
process from the real world and their ability to transfer data in different domains. The most common 
challenge of handling IoT devices is limited resources such as memory, energy, power, and even 
physical [3]. Therefore, resource-constrained IoT devices are facing high-security issues for 
transferring data over the network. Moreover, the embedded IoT devices are located in various 
places, but they are vulnerable to physical security [4]. Despite their limited memory, energy, and 
power capabilities, it is essential to improve their protection compared to existing designs. The 
lightweight algorithms are suitable for power-constrained devices that provide definite solutions to 
exact problems by designers [5]. These algorithms are designed with two primary objectives. The first 
step is to identify all potential cryptanalysis attacks, which is essential for assessing the security of 
cryptographic systems. The next phase is to develop a set of specific constraints that are applied on 
a case-by-case basis [6]. The difficult task is to merge these two phases to get a better performance 
of any lightweight algorithms. Moreover, many lightweight encryption algorithms use a symmetric 
key for the encryption process which consists of several encryption rounds [7]. Each encryption round 
is based on some mathematical functions to create confusion and diffusion. Therefore, the 
lightweight cipher provides good security like other ciphers for more rounds but eventually increases 
the consumption of constrained energy which also degrades the performance of the cipher.        

Many lightweight block ciphers have been designed over the last two decades to meet the 
limitations. Many of these designs satisfied one or two targets but failed to give security properly. 
Moreover, many articles have worked on enhancing the security of proposed algorithms but could 
not meet all security criteria recommended by NIST. In this paper, different lightweight algorithms 
are studied thoroughly by addressing the secured transmission of signals in the medium. Among 
them, SIMECK [8], SPECK [9], GIFT [10], Midori [11], RoadRunneR [12], LRBC [13], SKINNY [14], 
RECTANGLE [15], BORON [16], Loong [17] are the popular SPN and Feistel networks lightweight 
algorithms to meet the different performance criteria.    

The RECTANGLE algorithm has been chosen due to its better performance in the Figure of Merit 
(FOM) and security features for this work [18]. Despite its resistance to linear and differential attacks 
for a minimum of 25 rounds, the algorithm is not secure when the number of rounds is less than 25 
[19]. Moreover, the RECTANGLE cipher is vulnerable to different types of attacks, such as statistical 
saturation attacks, related-key attacks, and slide attacks. These vulnerabilities need to be addressed 
for future improvements. The effective approach to enhance the security of 2D rectangles is by 
optimizing the diffusion and confusion steps or round numbers, which can increase the delay time. 
Therefore, designing an algorithm that minimizes the mentioned attacks is essential while optimizing 
the confusion and diffusion steps [20]. To improve the confusion property of RECTANGLE, different 
types of ideal S-Boxes can be designed [21] and the poor key schedule algorithm can be upgraded to 
improve the diffusion properties [22]. Therefore, an enhanced 3D RECTANGLE cipher should be 
designed to overcome its limitations for better IoT applications. 
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In this paper, we have proposed a composite S-Box based on 3D block cipher rotation for the 
RECTANGLE algorithm. The confusion/substitution step is done by designing a composite S-Box. The 
diffusion step, equal to shift rows and the mix column is ended by 3D rotation to get the final cipher 
text. The composite S-Box is designed for 4X4 block size using a Galois field sub-pipeline structure 
which reduces the number of gates as areas compared to other 8X8 composite S-Boxes [23-25]. 
Moreover, the shift rows and mix column operation are achieved by 3D rotation which uses 64-bit 
block size and 128-bit key with 16 iterations. Therefore, the proposed design for only 16 rounds gives 
improved cryptanalysis, BER, and avalanche effect, compared to other 3D lightweight algorithms. 
 
2. 3D Technique for Cryptosystem 
 

The concept of 3D block cipher involves encrypting data using a three-dimensional approach, 
which often enhances the complexity and security of traditional block ciphers. The 3D block cipher 
developed by Nakahara in 2008 implements a block length and key length of 512 bits. These lengths 
are structured as a 4 x 4 x 4-byte state representation [26]. The cipher applies a 4 × 4 matrix to each 
column of every vertical slice of the state during encryption. Despite advancements in the security 
analysis of the block cipher, it requires 22 rounds of iteration in the transformation function, 
increasing the number of rounds by 57 percent compared to the AES block cipher. However, 3D takes 
advantage of the three-dimensional states and applies the byte permutation of AES (Shift Rows) in 
two directions for every two rounds alternately. The National Institute of Standards and Technology 
(NIST) evaluated block ciphers based on several criteria, including security, efficiency in software and 
hardware implementations, and adaptability to different applications and requirements. The 3D 
cipher seems to be secured enough against known block cipher cryptanalysis techniques. The most 
significant cryptanalytic results for this cipher include a 10-round impossible differential attack [27]. 

 Suri and Deora proposed a 2D rotate block transformation as an alternative to the four-step AES 
block cipher. It involves five transformations where the entire block is rotated in a clockwise direction 
by 0, 90, 180, or 270 degrees based on the 2 bits of the key value. The algorithm proposed adding 
some new steps to enhance prediction accuracy in a single step for brute-force attacks [28]. However, 
in practice, this approach leads to an increase in energy consumption and overall cost rather than 
achieving the intended improvement in accuracy. Moreover, Suri and Deora presented an innovative 
method for encrypting data using 3D array rotations. This technique employs a three-dimensional 3 
× 3 × 3 matrix to securely store the initial plaintext and has good randomness properties. However, 
the algorithm has a significant weakness in its diffusion properties, as the middle matrix remains 
unchanged during each round of iteration. The encryption method also involves the execution of a 
significant number of encryption rounds, comprising 64 iterations, and utilizes a large key size that is 
eight times multiplied by its round number. Furthermore, the testing only covered four out of the 15 
statistical tests from the NIST test suite, which raises concerns about the algorithm's overall standard 
and reliability [29]. However, the 3D structure may increase the block cipher algorithm's strength, 
but it may reduce its efficiency due to the increased number of block sizes, key sizes, and encryption 
rounds. 

In subsequent work, immune-inspired approaches were used to construct a 3D-AES that passed 
the statistical tests [30]. This immune-inspired method increased the AES block size from 256 to 512 
bits. Later on, a non-alternative 3D structure with 512-bit blocks was proposed by Wang that secured 
against linear and differential cryptanalysis [31]. Recently, Mushtaq proposed a key schedule 
algorithm using 3D hybrid cubes, which do not correlate between input and output data [32]. 

Due to their complexity, the 3D ciphers are more resistant to various attacks such as side-channel 
and algebraic attacks. Also, modern hardware with parallel processing capabilities can make 
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encryption and decryption processes more efficient by using the 3D structure. Therefore, 3D ciphers 
provide better security, flexibility, and performance than traditional 2D ciphers due to their advanced 
structure. All previous articles have suggested different 3D cipher design algorithm techniques, which 
aim to enhance security with large key sizes. However, they face a significant challenge when 
deployed on low-memory IoT devices. 

Therefore, the main focus of the paper is to develop a lightweight 3D cryptosystem to ensure the 
security of transmitted data in an efficient IoT system. Moreover, the advanced cryptosystem’s 
security will be compared to existing algorithms to demonstrate better performance against attacks 
with fewer rounds, making it applicable to future IoT applications. 

 
3. 3D Cryptosystem Design 
 

Previous work on 3D block cipher designs has demonstrated better randomness properties but 
requires 64 rounds and a large key size [33]. Consequently, the focus of this research is to achieve 
better confusion and diffusion properties with fewer rounds. The proposed 3D bit rotation method 
uses an 8-bit subkey in each round. Previous techniques for 3D rotation required a key size of at least 
512 bits, which was achieved through different methods such as slice rotation [20], specific axis 
rotation [21], or lateral shift rotation [22]. The large block and key size are not appropriate for 
designing IoT devices. Hence, we propose an extended 3D RECTANGLE algorithm design that 
incorporates axis or shift rotations of the rows with a 128-bit key and a 64-bit block size. 
 
3.1 Enhanced 3D Lightweight Algorithm Design 
 
      In the proposed lightweight algorithm design, the 64-bit plaintext is initially converted using a 
composite S-Box and then stored in a 4x4x4 array organized along the X/Y/Z axes. The 128-bit key is 
split into 16 groups to generate 16 subkeys according to a key schedule algorithm. Each round applies 
an 8-bit subkey to perform diffusion through an enhanced 3D rotation that involves rotating the 
plates and shifting operations to enhance the cipher's security. After completing 16 rounds with 16 
different subkeys, the final 3D ciphertext is generated. Figure 1 shows the extended 3D RECTANGLE 
Lightweight Algorithm Design.  
 

 
Fig. 1. Extended 3D RECTANGLE 
lightweight algorithm design 
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3.1.1 Composite S-Box design 
 

The S-Box based on the finite fields {GF (24)} and GF {((22))2} uses a combinational and sub-pipelining 
structure that enhances resistance to linear and differential cryptanalysis while also achieving a 
reduction in the number of gates compared to traditional Look-Up Table (LUT) S-Boxes [25]. The 
lightweight ciphers from previous research [14-16] employ LUT-based S-Boxes, which have certain 
security vulnerabilities in hardware implementations. The S-Box design begins with finding the 
irreducible polynomials for the 4 × 4 matrix, and x4+x+1 is selected for further S-Box calculation. We 
then perform an isomorphic mapping (ẟ) from {GF (24)} to GF {((22))2}, which involves constructing the 
conversion matrix. The next step is to calculate the multiplicative inverse (MI) matrix using the 
conversion matrix values. The inverse is then processed through the Inverse Isomorphic Mapping (ẟ-

1) to get {GF (24)}.  Finally, the Affine Transformation (AT) is performed to complete the S-Box design 
for use in the diffusion process. 
 
3.1.1.1 Composite Field Conversion Matrix (CM) 
 
     The minimal polynomial calculation for 4X4 Matrix is:   
 
mα(x) = (x+α) (x+α2m)                                      (1)
      
In the context of 4 × 4 matrix pipelining, where n = 2 and m = 2, the minimal polynomial simplifies 
to: 
mα(x) = (x+α) (x+α4) = x2 + xα + xα4 + α5                                  (2)    
                                                                  
We consider the irreducible polynomial P(x) = x4+x+1, which leads to the relation  
x4 = x+1               (3) 
 
Using this relation, we can derive that: 
 
α4 = α+1               (4) 
 
3.1.1.2 Isomorphic function (δ) 
       
The conversion matrix equation from {GF (24)} to {GF ((22))2} can be expressed as: 
 
A= !!!"""" + ( 	!"!""""" + !"""""" )α + ( 	!!"""""" + 	!"!"""""  + !"""""" ) α2 + 	!""""""" α3                                 (5) 
 
Finally, the elements of the CM are: 
 
a0 = !!!""""               (6) 
 
a1 = ( 	!"!""""" + !"""""" )              (7) 
 
a2 = 	!!"""""" + 	!"!"""""  + !""""""              (8) 
 
a3 = 	!"""""""               (9) 
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Here, {GF (24)} to GF {((22))2} CM is  
 

ẟ x a = $
1 0 0 0
1 1 1 0
0 1 1 0
0 0 0 1

'                        (10) 

 
where “a” is the 4-bit input message. 
 

3.1.1.3 Multiplicative Inverse (MI) calculation 
 

The Multiplicative Inverse (MI) can be determined after performing the isomorphic function 
calculation. The steps to find the Multiplicative Inverse (MI) are as follows (see Figure 2): 
 

 

 

Fig. 2. Block Diagram of Multiplicative Inverse Calculation 

The MI module is designed using dsch2 software to get the final O1, O2, O3, O4 output. All the add 
operations are considered as XOR operations. To design the Multiplicative inverse module, we need 
18 XOR gates, 12 AND gates are required for 4X4 square matrix. Figure 3 shows the multiplicative 
Inverse Calculation Using DSCH2 Software. 

 

  
Fig. 3. Multiplicative Inverse Calculation Using DSCH2 Software 

 
3.1.1.4 Inverse isomorphic (ẟ-1) 
 

The inverse isomorphic (ẟ-1) function converts GF {((22))2} to {GF (24)} using the following 
equation 
 
A= !!!"""" + ( 	!!"""""" + !"!"""" )α + ( 	!!"""""" + !"""""" ) α2 + 	!""""""" α3                                                     (11) 
 
Therefore, the equation of ẟ-1 is: 
 
a0 = !!!""""                         (12) 
 
a1 = ( 	!!"""""" + !"!"""" )                       (13) 
 

Squaring 
in GF 
((22)2) 

 Field, X 

Multiplicative 
with 
Constant, Xφ 

Bitwise 
Addition 
to get m0, 
m1  

Inversion in 
Fermat’s 
m=2: X-1 

Multiplication to 
get final MI 
Output, O1, O2, O3, 
O4 
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a2 = 	!!"""""" + !""""""                                 (14) 
 
a3 = 	!"""""""                        (15) 
 
Here, GF {((22))2} to GF (24) CM is  
 

ẟ-1 x a = $
1 0 0 0
1 0 1 0
0 1 1 0
0 0 0 1

'                       (16) 

 
Therefore, the isomorphic inverse function output is applied to the Affine Transformation (AT) 

block to get the final Composite S-Box output. 
 
3.1.1.5 Affine Transformation (AT) 
 
The equation of Affine Transformation and Inverse Affine Transformation is: 
 
AT = Ax + C                        (17) 

AT-1 = A-1x + C                                    (18) 

A and A-1 are 4x4 Affine Matrixes, x is 4-bit inputs which come from Inverse Isomorphic Function (ẟ-
1), ‘+’ is XOR operation and C is the Affine Constant. Therefore, 
 

Affine Transformation =   $
1 0 0 0
1 0 1 0
0 1 1 0
0 0 0 1

' x  $
!3
!2
!1
!0
'  +  $

*3
*2
*1
*0
'                    (19) 

Inverse Affine Transformation =   $
1 0 0 1
0 0 1 0
0 1 0 0
1 0 0 0

' x  $
!3
!2
!1
!0
'  +  $

*3"""
*2"""
*1"""
*0"""
'                                   (20) 

Hence, a0, a1, a2, a3 are ẟ-1 outputs for Affine Transformation and ẟ for Inverse affine 
Transformation, c0, c1, c2, c3 are Affine Constants which can be 16 possible combinations. In this 
paper, we take 0110 constant to calculate further equations. We need 16 XOR gates and 16 AND 
gates for the Affine Transformation module. Therefore, the final output for the Composite S-Box is 
depicted in Table 1 
 
Table 1 
Composite S-Box Value 
Inputs 0h 1h 2h 3h 4h 5h 6h 7h 8h 9h Ah Bh Ch Dh Eh Fh 
Outputs 6h Eh Fh 1h Dh Bh 8h 0h 9h 2h 5h Ch 3h 4h Ah 7h 

 
3.1.2 Axis wise plate arrangement 
      

The proposed 3D RECTANGLE is a minimal block size-based cipher that is suitable for 
implementing IoT devices. The plaintext of the block cipher algorithm is based on a cube. A cube is 
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an array of plaintext that is designed for three independent vectors across three different axes X/Y/Z 
in a 4X4X4 array (see Figure 4). Hence, each plaintext value is changed using a composite S-Box table 
and then arrange to axis wise plate such as n-bit length (X-axis), n bits length (Y-Axis), and n bits 
length (Z -axis) where the block length is divisible by n2. Each axis is divided into 4 plates. The 64 bits 
data block can be distributed like the figure:   
 

 
 
 
 

  
      
Along X Axis Plates: 
 

a15 a31 a47 a63 
a11 a27 a43 a59 
a7 a23 a39 a55 
a3 a19 a35 a51 

 
Along Y Axis Plates: 
 

a15 a31 a47 a63 
a14 a30 a46 a62 
a13 a29 a45 a61 
a63 a62 a61 a60 

 
Along Z Axis Plates: 
 

a15 a31 a47 a63 
a11 a27 a43 a59 
a7 a23 a39 a55 
a3 a19 a35 a51 

 
Fig. 4. Bit arrangement across X/Y/Z axis 

3.1.3 Key schedule algorithm 
 

The 3D Rectangle is designed for a 128-bit key. The 128-bit key is divided into 16 sub-keys 
accordingly. Each round key is 8 bits in length which is responsible for operating the rotation and 
diffusion to get the cipher text. The process starts by dividing the 128-bit key into 16 individual group 
keys, which are structured as [W0] = [w7 || …………….. || w1 || w0], [W1] = [w15 || … ……|| w9 || w8], 
and continues up to [W15] = [w127 || … ………….|| w121 || w120]. For each round, a 1-bit Circular Left 
Shift is applied to the round key before performing the substitution step using the S-Box, which 
generates a new key as (K3,j || K2,j || K1,j || K0,j) = S(K3,j || K2,j || K1,j || K0,j).  

The resulting round key is then XOR-ed with the previous round key to produce the key for the 
next round, following the pattern [W1]’ = [W1] ⊕ [W0], and so on up to [W15]’ = [W15] ⊕ [W14]. This 
process is iteratively repeated to derive a total of K16 round keys. 
 
3.1.4 Key bits distribution 
 
       The diffusion of the text can be done using rotation 90, 180, or 270 degrees rotation or shifting 
of elements of the above plates or original plates specified by the 8-bit key to get the cipher text. 
Each round key is 8 bits long where 2 bits define the axis, 2 bits define the plate number, 2 bits express 

a47 a46 a45 a44 
a43 a42 a41 a40 
a39 a38 a37 a36 
a35 a34 a33 a32 

a63 a62 a61 a60 
a59 a58 a57 a56 
a55 a54 a53 a52 
a51 a50 a49 a48 

a15 a14 a13 a12 
a11 a10 a9 a8 

a7 a6 a5 a4 

a3 a2 a1 a0 

a31 a30 a29 a28 
a27 a26 a25 a24 
a23 a22 a21 a20 
a19 a18 a17 a16 

a13 a29 a45 a61 
a9 a25 a41 a57 
a5 a21 a37 a53 
a1 a17 a33 a49 

a63 a62 a61 a60 
a59 a58 a57 a56 
a55 a54 a53 a52 
a51 a50 a49 a48 

a14 a30 a46 a62 
a10 a26 a42 a58 
a6 a22 a38 a54 
a2 a18 a34 a50 

a7 a23 a39 a55 
a6 a22 a38 a54 
a5 a21 a37 a53 
a55 a54 a53 a52 

a3 a19 a35 a51 
a2 a18 a34 a50 
a1 a17 a33 a49 
a51 a50 a49 a48 

a11 a27 a43 a59 
a10 a26 a42 a58 
a9 a25 a41 a57 
a59 a58 a57 a56 

a13 a29 a45 a61 
a9 a25 a41 a57 
a5 a21 a37 a53 
a1 a17 a33 a49 

a63 a62 a61 a60 
a59 a58 a57 a56 
a55 a54 a53 a52 
a51 a50 a49 a48 

a14 a30 a46 a62 
a10 a26 a42 a58 
a6 a22 a38 a54 
a2 a18 a34 a50 
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types of rotation of the plate, and the last 2 bits perform shift row operation. Table 2 illustrates the 
key 8 bits Arrangement. 
 
Table 2 
Key 8 bits Arrangement 

Shift Row (2 bits) Rotation Degree (2 bits) 
 

Plate Number selection 
(2 bits) 

Axis (2 Bits) 

S7 S6 R5 R4 P3 P2 A1 A0 

 
3.1.4 Rotation policy depending on key 
 

Every plate of the cipher state consists of 16 bits. Hence, the four plates of X, Y, and Z axis are 
distributed as X (x3, x2, x1, x0), Y (y3, y2, y1, y0) and Z (z3, z2, z1, z0). Each axis consisting of four plates, is 
also required to accommodate all 64 bits of the RECTANGLE block size. Diffusion of the text can be 
done using clockwise rotations or circular left shift rotations of the particular plate in a specific axis 
using an 8-bit key arrangement. The leftmost 2 bits (A1, A0) are used for axis identification (X/Y/Z). 
The axis bits 00, 01, and 10 determine the X, Y, and Z axis respectively. Nevertheless, the axis bit 11 
determines the X to Z shift followed by rotation bits. The 2 bits (P3, P2) are used for 4 plate numbers 
of the selected axis which need to rotate. The rotation bits 00, 01, and 10 determine 900, 1800, and 
2700 rotation to the selected plate followed by the axis and plate number bits. In the case of rotation 
bits and axis bits, both are 11, then each row will apply a 3-bit Circular Left Shift rotation of the round 
cipher text.  Therefore, the last two MSB bits are applied for shift rows operation where 00, 01, and 
10 bits allow the selected plate for 1-bit CLS, 2-bit CLS, and 3-bit CLS rotation. In the case of shift rows 
bit 11, then row 0, row 1, row 2, and row 3 of the round cipher get 0-bit CLS, 1-bit CLS, 2-bit CLS, and 
3-bit CLS respectively. Table 3 shows the rotation policy. 

 
Table 3 
Rotation policy 
Shift Rows (2 bits) Rotation (2 bits) 

 
Plate Number 
(2 bits) 

Axis (2 bits) 

0 0 1-bit CLS 0 0 90° clockwise 0 0 Plate 1 0 0 X-axis 
0 1 2-bit CLS 0 1 180° clockwise 0 1 Plate 2 0 1 Y-axis 
1 0 3-bit CLS 1 0 270° clockwise 1 0 Plate 3 1 0 Z-Axis 
1 1 All rows CLS were row 

0: no shift, row 1: 1-bit 
shift, row 2: 2 bit shift 
and row 3: 3 bit shift. 

1 1 1 bit circular shift rotation 
determined by Axis bits 
(X/ Y/Z axis plates) 

1 1 Plate 4 1 1 X to Z shift 

 
3.1.5 Rotation operation 
 

The 128-bit key of RECTANGLE is divided into 16 subkeys where 16 rounds are used to get the 
final cipher text. The subkeys are generated using a key schedule algorithm. After 16 rounds of 
operation, we will get the final cipher text of the enhanced 3D RECTANGLE algorithm. 
 
3.1.6 Test vectors 
 
        The test vectors of the proposed algorithm are presented in Table 4 where plaintext, key, and 
ciphertext are given. All the input-output data of the proposed algorithm are given in the form of 
hexadecimals in Table 4. 
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Table 4 
Test vectors of the proposed algorithm 
Plaintext Key Ciphertext 
0000000000000000 1283791ABCBA3456789ABC2EDFC45678 46026FFE64FD6205 
1111111111111111 1283791ABCBA3456789ABC2EDFC45678 D7F2FFFEF7FF6235 
FFFFFFFFFFFFFFFF 2136ABCDE321ACBC7893412ABCD90FBC 2EF5FF62B6EEBF75 
321ABCDEFAAB3435 00000000000000000000000000000000 1EEDC34A755C1D93 
2134567ABCDEFA23 11111111111111111111111111111111 6F84B1155ADB74E9 
2134567ABCDEFA23 FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FE1DB805C34A75F1 
321ABCDEFAC56789 2134587659ABCDEFACD234567890A123 80FFBB207620AD87 

 
4. Results  
4.1 Cryptanalysis 
 

Cryptanalysis is the process of finding algorithm weaknesses to extract plaintext from ciphertext 
without using the key or algorithm. There are several methods for performing cryptanalysis, 
depending on the cryptanalysis access to the plaintext or ciphertext. The two most important attacks 
against block ciphers are linear cryptanalysis and differential cryptanalysis.   
 
4.1.1 Linear Cryptanalysis 
 

Linear Cryptanalysis is a form of known plaintext attack where the cryptanalyst has access to a 
series of plaintexts and their corresponding ciphertexts. The advantage of this attack is to identify 
linear approximations involving plaintext bits, ciphertext bits, and subkey bits that occur with a high 
or low probability. The process of linear cryptanalysis includes two calculations: identifying all 
possible values for the Linear Approximation Table (LAT) and using these LAT values in pilling up the 
Limma equation to determine linear relationships. Table 5 shows the LAT Calculation. 

 
Table 5 
LAT Calculation 

 LAT OUTPUT 
  0 1 2 3 4 5 6 7 8 9 A B C D E F 
 
 
 
 
 
I 
N 
P  
U 
T 

0 +8 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
1 0 0 0 0 0 -4 0 +4 -2 -2 -2 -2 -2 +2 -2 +2 
2 0 +4 -2 +2 0 0 -2 -2 0 0 -2 -2 0 -4 -2 +2 
3 0 0 +2 +2 0 0 +2 +2 +2 -2 -4 0 +2 -2 +4 0 
4 0 0 0 -4 -2 +2 +2 +2 0 0 0 -4 +2 -2 -2 -2 
5 0 +4 0 0 -2 +2 +2 +2 +2 -2 +2 +2 -4 0 0 0 
6 0 0 -2 +2 +2 +2 +4 0 0 +4 -2 -2 -2 +2 0 0 
7 0 0 +2 -2 +2 -2 0 0 -2 +2 0 0 -4 -4 +2 -2 
8 0 +2 0 -2 0 -2 +4 -2 -2 0 +2 0 +2 0 +2 +4 
9 0 +2 0 -2 -4 -2 0 -2 0 +2 -4 +2 0 +2 0 -2 
A 0 -2 -2 0 -4 +2 -2 0 -2 0 0 -2 -2 0 +4 +2 
B 0 +2 +2 0 0 -2 -2 0 +4 +2 +2 -4 0 +2 +2 0 
C 0 -2 -4 +2 -2 -4 +2 0 +2 0 +2 0 0 -2 0 -2 
D 0 +2 -4 -2 +2 0 -2 +4 0 +2 0 +2 +2 0 +2 0 
E 0 -2 +2 0 -2 0 0 +2 +2 +4 0 +2 0 -2 -2 +4 
F 0 -2 -2 -4 +2 0 0 -2 +4 -2 -2 0 -2 0 0 +2 
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After calculating the Linear Approximation Table (LAT) values, the next step is to compute the 
probability bias using LAT values and a count number for 16-bit combinations. In this case, a count of 
10,000 is used for this calculation. The target bias for effective resistance against linear attacks is 
1/32, or roughly 0.03125. The proposed design achieves a bias near this value, which ensures more 
reliable and secure data encryption. 
 
4.1.2 Differential Cryptanalysis 
 

 One of the most impactful techniques in block cipher cryptanalysis is differential cryptanalysis, 
developed by Biham and Shamir [34]. This method, also known as a chosen plaintext attack, allows 
the cryptanalyst to choose random plaintexts for encryption and analyze the resulting ciphertexts to 
identify high differential probabilities. Differential cryptanalysis is a vital security evaluation 
technique that relies on the calculation of a distribution table (see Table 6). 

 
Table 6 
Differential Distribution Table 

    β 
α 0 1 2 3 4 5 6 7 8 9 A B C D E F 
0 16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
1 0 0 0 0 0 0 2 2 2 4 2 0 2 0 0 2 
2 0 0 0 2 0 2 0 0 4 0 2 0 0 2 2 2 
3 0 2 0 2 2 2 0 4 0 0 0 0 2 0 0 2 
4 0 2 0 0 0 2 2 2 0 0 4 2 0 0 2 0 
5 0 2 2 2 0 0 2 0 2 0 0 0 4 0 2 0 
6 0 0 2 2 0 2 2 0 0 2 0 2 0 0 0 4 
7 0 2 0 0 2 0 4 0 0 2 0 0 0 2 2 2 
8 0 0 2 0 0 0 0 2 0 0 0 2 2 2 4 2 
9 0 0 0 2 4 0 0 2 2 2 0 2 0 0 2 0 
A 0 0 2 4 2 0 2 2 0 0 2 0 0 2 0 0 
B 0 2 0 2 0 0 0 0 0 2 2 4 2 2 0 0 
C 0 0 0 0 2 4 2 0 2 0 0 2 2 2 0 0 
D 0 0 4 0 2 2 0 0 0 2 2 0 2 0 2 0 
E 0 2 2 0 0 2 0 2 2 2 0 0 0 4 0 0 
F 0 2 2 0 2 0 0 0 2 2 2 2 0 0 0 2 

 
The probability of maximal differential characteristics is 2-2. Therefore, the cipher differential 

characteristics with r= 32 is 2-62 which is a satisfactory level of differential cryptanalysis resistance. 
Hence, the proposed enhanced 3D RECTANGLE provides a significant margin of linear and differential 
cryptanalysis to pass the linear and differential test. 

 
4.2 BER Analysis of The Proposed Algorithm 
 

This statistical test measures the relationship between the plaintext and the ciphertext. The 
measurement will be based on the variations in the ciphertext resulting from a particular alteration 
in the plaintext. Bit error denotes the average number of output bits that change when a single 
plaintext bit is altered across varying plaintext sizes. A good result of the bit error rate should be close 
to 50 percent or 0.5 modification of the plaintext bits [13]. This test has been developed using Python 
programming, and the comparison of bit error rate results has been taken for a random key and five 
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random plaintext samples for the proposed enhanced 3D RECTANGLE and other testing algorithms. 
Table 7 shows the comparison of Key Sensitivity Test Results (All Key bits F). 
 

Table 7 
Comparison of Key Sensitivity Test Results (All Key bits F) 

Plaintext Key Similar 
Bits 

Proposed 
Average 
Different Bit 

Proposed BER 
 

All zero (Hex) Random 1 668 22.25 0.34765625 
All one Random 2 701 20.1875 0.3154296875 
All F Random 3 731 18.3125 0.2861328125 
Random 1 Random 4 538 30.375 0.474609375 
Random 2 Random 5 539 30.3125 0.4736328125 

 
4.3 Avalanche Effect 
 

The avalanche effect test is one of the most important parameters to evaluate the confusion 
property of an algorithm. The avalanche effect deals with the dependency of each output bit on the 
input bits. The avalanche effect, E can be expressed as: 

 
! =	 !"		∑ %,#	 −	.#	%"

$%!             (21) 

The key sensitivity test will be performed to examine the avalanche effect of the proposed 
enhanced 3D RECTANGLE algorithm. The 3D RECTANGLE algorithm was employed to convert 
randomly generated 64-bit plaintexts into ciphertext using 128-bit keys. 

 
4.3.1 Key Sensitivity Test 

 
In a cryptosystem, a small modification of the secret key results in a different ciphertext. In the 

key sensitivity test, the key is slightly modified by changing a number or character for every digit 
position from the first-place digit to the last place. The difference between the two corresponding 
ciphertexts as the original ciphertext and the changing ciphertext with a one-digit key difference is 
calculated. The result of the test is tabulated in Table 8. The expected result for a good block cipher 
should be within the range of 0.5 or 50% modification of the cipher text bits using the BER formula 
[35]. The same plaintext has been tested using a 128-bit plaintext/ciphertext correlation (PCC) key 
which consists of 128 sequences to make a comparison among the proposed enhanced 3D 
RECTANGLE algorithm, extended RECTANGLE algorithm, and RECTANGLE for key sensitivity test. 
Table 9 shows the comparison of Key Sensitivity Test Results (All Key Bits Zero) 

 
Table 8 
Comparison of Key Sensitivity Test Results (All Key bits F) 
Plaintext Key Similar 

Bits 
 

Proposed 
Average 
Different Bit 
 

Simple 
Rectangle 
Average Similar 
bit 

 
BER (Simple 
Rectangle) 

All zero (Hex) 
All F (128 
Flips) 
 

5038 24.64 29.7656 0.472900390625 
All one 4734 27.015625 32.6953125 0.5186767578125 
All F 4892 25.78125 29.8671875 0.4744873046875 
Random 1 5072 24.375 34.625 0.548828125 
Random 2 4934 25.4453125 34.828125 0.552001953125 
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Table 9 
Comparison of Key Sensitivity Test Results (All Key Bits Zero) 
Plaintext Key Similar 

Bits 
Proposed Average 
Different Bit 

Proposed BER 
 

Random 1 
All 0 bits 
(128 Flips) 
 

4560 28.375 0.4476744186046512 
Random 2 4472 29.0625 0.4583333333333333 
Random 3 4468 29.09375 0.4588178294573643 
Random 4 4672 27.5 0.43410852713178294 
Random 5 4396 29.65625 0.4675387596899225 

 
The result shows that the proposed enhanced 3D RECTANGLE average BER has obtained 

approximately 0.31. Similar observations considering one fixed key while keeping a fixed plaintext 
were tested against extended 3D RECTANGLE and RECTANGLE algorithms depicted in Table 10. The 
BER of the extended RECTANGLE and RECTANGLE is approximately 0.49 and 0.495 respectively. 

 
Table 10 
Comparison of Key Sensitivity Test Results 
Algorithm Name Average Bit Error Rate Reference 
Enhanced 3D 
RECTANGLE 

31 % Proposed 

Extended 3D 
RECTANGLE 

50 % [4] 

TEA 49.12 % [33] 
SIMECK 53 % [33] 
QLT 52.56 % [33] 
PRINT 49.08 % [33] 
PRINCE 58.18 % [33] 
LRBC 58 % [33] 
LED 52.83 % [33] 

 
4. Conclusions 
 

This proposed work aims to design a secure cryptosystem that improves the RECTANGLE 
algorithm through the use of a composite S-Box and 3D shift rotation techniques. The composite field 
S-Box employs a pipelined design to reduce both gate count and area, while still providing robust 
security. The 3D shift rotation further strengthens the security of the proposed algorithm. Moreover, 
the algorithm achieves a Bit Error Rate (BER) improvement of 31% and demonstrates effectiveness 
against both linear and differential cryptanalysis. Additionally, the avalanche effect analysis shows 
that the enhanced 3D RECTANGLE algorithm shows better results than existing algorithms. 
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