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technologies such as blockchain, Internet of Things (IoT), cloud computing, and
Al enable ESG traceability and monitoring within SMEs. Throughout a structured
review of recent 50 literature, the study investigates how digital ESG systems
support regulatory compliance, stakeholder engagement, and sustainable
development. We propose a framework for implementing digital ESG monitoring

Keywords: in SMEs and highlight practical challenges and opportunities. This review offers
Digital ESG; Traceability; SMEs; Sustainability; insights into scalable strategies and digital toolkits that SMEs can adopt to meet
ESG Reporting growing regulatory and societal expectations.

1. Introduction

As the global economy faces a transformative change toward sustainability, the importance of
assessing business development over Environmental, Social, and Governance (ESG) criteria has risen
drastically. ESG frameworks go beyond traditional financial metrics to verify a firm’s impact on the
environment, its relationship with employees and communities, and the effectiveness of its internal
governance systems. These criteria are now integral to corporate accountability, investor decision-
making, risk management, and brand reputation [1]. As environmental degradation, labor rights
concerns, and corporate transparency continue to dominate international policy discourse, ESG
compliance is no longer a voluntary initiative it is becoming a business imperative.

While large multinational corporations have follow the way in ESG adoption, Small and Medium
Enterprises (SMEs) which form the backbone of the global economy are under adopting pressure to
follow suit. SMEs account for over 90% of businesses and 60—70% of employment worldwide, making

* Corresponding Author.
E-mail address: Richikmaity@gmail.com

https://doi.org/10.37934/jartim.17.1.6676

66


https://karyailham.com.my/index.php/jartim/index

Journal of Advanced Research in Technology and Innovation Management
Volume 17, Issue 1 (2025) 66-76

their participation essential in fulfilling sustainable development goals [2]. nonetheless, SMEs face
significant structural and operational barriers that hinder ESG compliance. These include financial
constraint access to capital, lack of ESG education, shattered supply chains, limited technological
infrastructure, and the absence of committed sustainability personnel [3].

Compounding these problems is the rapidly developing regulatory prospect. New policies and
legal rules, such as the EU Corporate Sustainability Reporting Directive (CSRD) and Malaysia’s ESG
Disclosure Guide for SMEs (2023), need organizations to reveal detailed ESG metrics and align their
operations with sustainable development goals. Therefore, SMEs that were earlier excluded from
formal ESG responsibilities are now being pulled into the sustainability conformity ecosystem. Non-
compliance may lead to reduced investor confidence, supply chain exclusion, and even legal penalties
[4]. In this context, technology offers a viable pathway for SMEs to bridge the ESG capability gap.

Digital transformation long connected with improving operational efficiency is now being
repurposed to support sustainability integration. Emerging digital technologies such as blockchain,
Internet of Things (loT), Artificial Intelligence (Al), cloud computing, and data analytics platforms are
allowing organizations to monitor, document, and report ESG performance in problem-solving time.
For example, blockchain makes sure clear and tamper-proof records of supply chain practices,
thereby supporting fair trade and ethical sourcing [52] [5]. loT sensors installed in machinery and
production lines which can measure environmental performance indicators such as consumption of
energy, emissions, total water use, and generation of waste. These devices allow real-time tracking
and automatic alerts, allowing SMEs to take corrective action before compliance thresholds are
breached. In this context, technology offers a viable pathway for SMEs to bridge the ESG capability
gap [6].

Al and machine learning have also been recognized for their able to analyze vast volumes of ESG
data, perform materiality analysis, identify patterns, and forecast compliance risks [7]. Moreover,
cloud-based platforms make ESG dashboards accessible to stakeholders, regulators, and investors,
promoting transparency and accountability at all levels of the organization. These technologies
moving towards extensible and cost-efficient options to traditional manual ESG reporting methods,
especially for limited resources SMEs. Despite their assurance, the use of digital ESG methods in SMEs
remains irregular and unexplored . Most recents ESG digitalization enterprises are heading toward
large enterprises with significant IT budgets and sustainability departments. Consequently, SMEs lack
access to tailored frameworks and practical guidance on how to adopt and scale these technologies
[53]. Moreover, SMEs differ substantially by sector, geography, and ownership structure, meaning
that a one-size-fits-all approach to ESG monitoring does not work [8]. These gaps are further
exacerbated in developing economies, where SMEs often struggle with infrastructure constraints,
regulatory uncertainty, and digital illiteracy.

A review of the existing literature shows that during studies on ESG inclusion are growing day by
day, they are often disconnected over disciplines ranging from sustainability science to information
network and supply chain management. Only a limited number of studies concentrate explicitly on
the intersection of digital technology, ESG monitoring, and SME implementation. unless a
consolidated body of knowledge, numerous SMEs continue to operate in a responsive manner,
responding to compliance requirements without understanding how digital tools can create strategic
value through sustainability. This study approaches this gap by doing a systematic literature review
of recent academic contributions published between 2018 to 2024. The objective is to review how
digital technologies improve ESG monitoring in SMEs by better traceability, regulatory compliance,
and clarity. Specifically, the paper investigates (i) the types of digital technologies currently used in
ESG monitoring, (ii) their functional roles and benefits in SMEs, (iii) key barriers and limitations to
adoption, and (iv) proposed frameworks or models that facilitate ESG digitalization.
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The review pursues a structured methodology guided by PRISMA rules, ensuring the inclusion of
high-quality, peer-reviewed studies. By integrated the current state of knowledge, the paper
contributes to the development of a scalable and actionable roadmap for SMEs seeking to adopt
digital ESG systems. The findings have implications for SME managers, policymakers, technology
vendors, and researchers seeking to bridge the ESG compliance gap through technology. In doing so,
this study not only underscores the strategic role of digital transformation in advancing SME
sustainability but also emphasizes the need for targeted support mechanisms including digital
subsidies, ESG literacy training, and sector-specific toolkits to ensure that no business is left behind
in the global push for sustainability.

Environmental, Social, and Governance (ESG) criteria have become important benchmarks for
evaluating corporate responsibility and long-term sustainability. While ESG structures were initially
designed for large corporations, their relevance has extended to Small and Medium Enterprises
(SMEs), which constitute over 90% of businesses globally and play a key role in national and regional
economic development. However, diverse their larger equivalents, SMEs often face significant
challenges in execute ESG practices, essentially due to limited financial, technical, and human
resources. Many SMEs recognize ESG application as costly and complex, especially when lacking
standard reporting structures or dedicated sustainability teams [9]. However, progress regulatory
pressures, such as the European Green Deal and Malaysia’s ESG exposure Guide for SMEs, are
persuasive smaller enterprises to improve their sustainability footprint and clarity. Digital change has
appear as a vital enabler for ESG integration in SMEs. A increasing body of research highlights how
digital technologies can streamline ESG reporting, improve traceability, and support real-time
compliance monitoring. For example, digital tools embedded within enterprise resource planning
(ERP) systems, cloud dashboards, and automated compliance modules allow SMEs to collect and
manage ESG-related data more efficiently [10]. Digital maturity has been found to significantly
influence ESG adoption among SMEs, where digitally enabled firms are more likely to embed
sustainability in their operations (Marczewska et al., 2025) [11]; (Mick et al., 2024) [12] Cloud-based
sustainability platforms, in particular, facilitate centralization and remote access to ESG records,
enhancing transparency and stakeholder confidence [13].

Within rising adopting technologies, blockchain gives changing potential in ESG monitoring by
ensuring data integrity and findability. Its distributed and invariable nature is particularly useful in
virtuous supply chain management where trust and accountability are essential. SMEs using
blockchain can confirm claims related to sustainable sourcing, labor compliance, and emission
tracking with high levels of accuracy and auditability [14]. Similarly, the Internet of Things (loT) acts
a plays role in real-time environmental monitoring. By deploying sensors in factories, warehouses, or
farms, SMEs can track data on emissions, temperature, energy consumption, and waste production.
This improves their ability to detect risks early and report compliance efficiently [15].

Artificial Intelligence (Al) and machine learning are also increasing eminence in ESG systems.
These automations enable intelligent analysis of structured and unprocessed data, enabling SMEs to
conduct materiality assessments, forecast ESG risks, and generate automated reports aligned with
global standards [16]. Al-based tools can explain ESG policies and map them to internal datasets,
significantly reducing the manual workload and error rates in legitimate activities. Cloud computing
underpins many of these innovations, gives scalable and cost-effective infrastruture for ESG data
storage, processing, and sharing. SMEs can leverage ESG-focused Software-as-a-Service (SaaS)
platforms like Microsoft Sustainability Cloud, SAP Sustainability Control Tower, and IBM
Environmental Intelligence Suite to manage their ESG indicators with minimal IT overhead cost [17]
[18]. Even though these technological benefits, digital ESG adoption in SMEs remains unequal. The
benefits such as improved traceability, real-time monitoring, lower reporting costs, and stronger
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stakeholder engagement are substantial. However, many SMEs still face obstacles including high
initial technology costs, inadequate digital skills, lack of cybersecurity infrastructure, and ambiguity
over which ESG indicators to priorities [19]. Moreover, there is an absence of standardized ESG
coverage frameworks customized for SME contexts, which complicates adoption and comparability
across different industries. Governments and professional organizations have a vital role to play in
supporting SMEs through targeted incentives, training programs, and the development of sector-
specific toolkits [2].

Whereas the literature on ESG in large corporations is broad, studies focused on SMEs remain
relatively very limited. Much of the available research is either conceptual or anecdotal, with few
empirical investigations into how SMEs implement digital ESG systems in practice. Furthermore,
there is insufficient evidence on sectoral differences and the cost-effectiveness of these technologies
in smaller firms. More case studies, cross-industry comparisons, and region-specific evaluations are
needed to better understand the success factors and obstacles for digital ESG implementation in
SMEs, especially in developing and transition economies. Addressing this gap would provide critical
insights into how SMEs can use technology not only to comply with regulations but also to gain a
competitive edge in sustainability-driven markets.

2. Methodology

To review the recents prospect of digital ESG monitoring in SMEs, this study gives a systematic
literature review guided by the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) framework. This method confirms methodological rigor and transparency in identifying,
screening, and synthesizing relevant literature. The search was conducted across various reputable
academic databases including Scopus, Web of Science, ScienceDirect, Emerald Insight, and IEEE
Xplore to apprehend versatile research across sustainability, information systems, and SME
management. The search was limited to peer-reviewed journal articles released between 2018 and
2024 to ensure the inclusion of up-to-date findings.

The search used keywords such as “digital ESG,” “traceability,” “compliance,” “SMEs,”
“blockchain ESG,” and “sustainability monitoring.” The initial identification phase yielded 160
records, from academic database. In the screening stage, 120 records were selected after duplicates
article were removed. These articles were then evaluated based on titles and abstracts for relevance
to the core themes of digital ESG monitoring and SME practices.

Following screening, 60 full-text articles were assessed for eligibility based on predefined
inclusion and exclusion criteria. The inclusion criteria required that studies focus on SMEs,
incorporate digital tools in ESG monitoring, and provide empirical or conceptual contributions.
Studies exclusively focused on large enterprises, those lacking a technological perspective, non
eligible for screening: book chapter, non-English language article, and not related to subject matter.
During the eligibility stage, 28 articles were excluded due to methodological limitations or lack of
relevance, resulting in 32 high-quality studies being included in the final analysis. The PRISMA
flowchart Fig. 1. summarizes the stages of identification, screening, eligibility assessment, and
inclusion. This structured process helps mitigate bias and ensures a consistent, replicable approach
to literature analysis.
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Fig. 1. PRISMA flow diagram

3. Results

The review of 32 study reviewed mostly article from 2018 to 2024 indicates a growing scholarly
and practical interest in digital Environmental, Social, and Governance (ESG) monitoring within SMEs.
These studies consistently demonstrate that digital technologies particularly blockchain, Internet of
Things (loT), Artificial Intelligence (Al), and cloud computing play a vital role in helping SMEs enhance
ESG traceability, improve compliance accuracy, and strengthen stakeholder engagement [20] [21].

Blockchain is widely recognized for its capability to create tamper-proof, decentralized records of
ESG-related data, making it particularly effective for managing sustainability in supply chains. Nearly
about 30% of the reviewed studies [22][23],(Ali et al., 2024) [24] reported blockchain’s uses in
traceability, ethical sourcing, and audit-readiness. In sectors like agri-food, textiles, and electronics,
SMEs have use blockchain to track raw materials and confirm sustainability claims. loT, featured in
about 40% of the studies [25] [26]. Enables real-time environmental monitoring recording emissions,
water and energy usage, and waste production in manufacturing and construction.

Al and machine learning systems were featured for their ability to process large datasets,
automate ESG reporting, and forecast risks, with applications evident in service-oriented SMEs and
ESG consulting firms [27]. Meanwhile, cloud computing solutions such as Microsoft Sustainability
Cloud, SAP Sustainability Control Tower, and IBM Environmental Intelligence Suite gives scalable
platforms that allow SMEs to centralize ESG reporting, facilitate remote collaboration, and ensure
audit transparency [28]. These findings are summarized in Table 1.
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Table 1
Digital Technologies Used for ESG Monitoring in SMEs
Technology Primary Function SME Application Area Key References
Blockchain Immutable records; supply chain  Ethical sourcing, traceability in (Pachha, 2023) [28]; (Lv et
transparency agri-food, textiles al., 2023) [29]
loT Sensors Real-time monitoring of Emissions tracking in (Sarkar et al., 2023)[30];
environmental indicators manufacturing, utilities (Laha et al., 2022) [31]
Al & ML Predictive analytics, automated ESG risk forecasting and (Su et al., 2023)[32]; (Khichi,
ESG reporting compliance in consultancy 2024)[33]
Cloud Data storage, ESG dashboard ESG software systems for SMEs  (S. Wang & Esperanga,
Platforms access, centralized audit across sectors 2023)[34]; (B. Wang & Chen,
reporting 2024)[35]

Beyond technological performances, the studies show that SMEs uses digital ESG systems benefit
from enhanced visibility and regulatory alignment. For instance, [36] show how Al-enabled
dashboards help SMEs pre-empt compliance breaches by issuing alerts when carbon emissions
approach regulatory thresholds. The reviewed studies also crucial significant cost and time savings
due to automation and standardized workflows [37].

Nevertheless, numerous challenges were identified across the literature. The most frequently
cited barrier is financial constraint, with 75% of studies acknowledging that high upfront investments
in hardware, software, and training prevent many SMEs from adopting digital ESG systems [38].
Technical limitations, including poor internet infrastructure and low digital literacy, are especially
problematic in developing regions such as Southeast Asia, Sub-Saharan Africa, and parts of Latin
America [39].

Cybersecurity and data privacy risks are also prominent, particularly in the context of cloud and
blockchain applications [40] [41]. In addition, around 40% of the reviewed literature expressed
concerns over regulatory fragmentation the absence of proper ESG reporting standards tailored to
SMEs’ needs and capacities [2]. These issues are detailed in Table 2.

Table 2

Key Barriers to Digital ESG Adoption in SMEs
Barrier Category Description Supporting Studies
Financial High costs of ESG software, |oT devices, (Restrepo-Morales et al., 2024)[42];
Constraints blockchain setup, and employee training (Shalhoob & Hussainey, 2022) [43]
Technical Inadequate digital infrastructure, lack of skilled  (Morris et al., 2022)[44]; (Sagala & Ori,
Limitations personnel, low IT maturity 2024) [45]
Data Privacy & Risks in blockchain and cloud deployments (Ali et al., 2024)[46]; (Kumar Singh et al.,
Security related to unauthorized access or tampering 2023) [47]
Regulatory Absence of SME-specific ESG indicators; (OECD 2025)[48]; (Harventy et al., 2025)
Fragmentation confusion over compliance guidelines [49]

Adoption trends are highly sector- and region-specific. For example, manufacturing SMEs in South
Korea and Germany are more innovative in applying l1oT and blockchain for ESG monitoring, while
SMEs in Malaysia, India, and Indonesia face infrastructure bottlenecks and policy ambiguity [50].
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Meanwhile, service-sector SMEs tend to give priority governance and reporting tools over
environmental data capture. Taken together, the synthesis implies that digital ESG monitoring offers
tangible and scalable benefits for SMEs but is constrained by multi-dimensional barriers. To scale
adoption effectively, there must be a coordinated response that involves policymakers, technology
providers, and SME associations. Strategies such as ESG literacy training, financial incentives, and the
development of SME-specific frameworks were recurrent recommendations across the studies [51].

To illustrate this interrelation, Fig. 2. outlines a conceptual diagram that shows digital technology
integration with ESG tracking functions, barriers to uptake, as well as resulting sustainability
outcomes in SMEs. While highlighting the contribution of technologies like blockchain, loT, Al, and
cloud computing as enabling ESG traceability, real-time compliance, as well as transparency, digital
tools for key monitoring functions like data collection, stakeholder reporting, as well as auditee
preparation help SMEs comply with regulations. However, adoption still remains patchy with a range
of finance, technology, as well as regulatory barriers. Through a graphic representation, the diagram
provides a strategic blueprint for ESG performance enhancement, highlighting a need for specialized
intervention as well as mutual support systems for digital ESG templates in SMEs to be fully realized.

/ \ /Functional Roles in ESG \
Digital Technologies Monitoring
» Blockchain: Immutable » Data Capture /ESG Outcomes \
traceability. |:> » Traceability > Improved Compliance
» IoT Sensors: Real-time » Compliance Management A P ) P
. al dat ccuracy
im0 PO
. . ) » Scalable Sustainability
Predictive analytics & Inteorati
automated reporting . . fegration
> Cloud Platforms: « SME Barriers to Adoption « C Increased Stakeholder Trustj
Centralized dashboards & » Financial Constraints
k transparency / » Low Digital Literacy
» Data Privacy Concerns
> Regulatory Ambiguity

Fig. 2. Digital Technologies in ESG Monitoring and SME Adoption Barriers
4. Conclusions

The inclusion of digital technologies into ESG monitoring practices presents a transformational
opportunity for SMEs to enhance sustainability performance, achieve regulatory compliance, and
foster greater transparency. This systematic review of 50 studies says that tools such as blockchain,
loT, Al, and cloud computing offer substantial functional value in ESG tracking, reporting, and risk
mitigation. These digital solutions reduce administrative burdens, enable real-time environmental
monitoring, and facilitate efficient stakeholder engagement, making ESG compliance more feasible
for resource-constrained enterprises.

Despite that, crucial limitations hinder widespread adoption, particularly in emerging markets
and among micro and small enterprises. Financial limitations, insufficient digital infrastructure, lack
of ESG literacy, and absence of SME-oriented reporting standards collectively undermine the
scalability of these solutions. Sectoral variation, regional digital readiness, and inconsistent policy
frameworks further compound the challenge. it is obvious that while digital ESG monitoring holds
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great promise, its successful implementation is not merely a technological issue but a systemic one
requiring coordinated efforts from governments, industry bodies, and international development
partners.

Policymakers must focus the development of targeted support mechanisms including financial
incentives, ESG training programs, digital infrastructure investments, and tailored toolkits to create
an enabling environment for SME digital transformation. Likewise, researchers and solution experts
should focus on building adaptable, low-cost ESG platforms particularly designed for SMEs operating
in diverse sectors and geographies. Future empirical research should also explore long-term
implications, cost benefit elements, and stakeholder perceptions of digital ESG plan across different
SME sectors. In end, digital ESG monitoring can become a foundation of sustainable economic growth
in the SME sector. However, grasping its full potential will depend on disassemble structural barriers
and promoting inclusive digital innovation strategies that ensure no enterprise regardless of size or
location is left behind in the transition to a more sustainable economy.
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